1001

(SME: Small-Medium Enterprise)
(Enterprise-Class) ISP (Internet Service Provider)
(Carrier-Class) Check
Point(Firewall-1 NG) Cisco(PIX-525 PIX-535) Intrusion(PDS-5515) NetScreen(NS-204

NS-500) RapidStream(RS-6000) SonicWall(PRO-300  GX-650) WatchGuard(WG-2500

WG-4500) 12 (Ease-of -Use)
(Log Reporting) (Security) (Interoperability) (Firewall)
(VPN) (Content-Filtering)
(Bandwidth Management) (Vaue-to-Price)
1~5 SME Enterprise  Carrier

SME SonicWall PRO300  WatchGuard 2500
Enterprise NetScreen 204  RapidStream 6000
Intrusion PDS5515 WatchGuard 4500 Cisco PIX 525

Carrier NetScreen 500 Check Point FW-1 NG (Dell)

SonicWall GX650



(Internet)
(Firewall) Internet
Internet
Internet ISP

(Virtual Private Network VPN)

(Denial of
Service DoS) (exploits)
(Security Gateway) (Functionality)
(Management) (Interoperability) (Security) (Performance)
Security Gateway
(Security Gateway)
(1) @) ( ) (3
4 ( ) ®)
( ) (B)VPN( ) (7)
( ) (® ( )
VPN



(Security) (Functionality) (Performace)

(Price)
(
) (Security Policy)
(header) IP (Source 1P Address) IP
(Destination 1P Address) (Source Port) (Destination Port)
(Protocol Type)
VPN
VPN DES 3DES AES

MD5 SHA-1

Manual Keying  Automatic Keying



(Bandwidth Management) (QoS)
payload (virus)
JavalJavaScript/ActiveX
Internet
ERP Enterprise Resource

Planning FTP

policy

policy packet classifier

packet

Security Gateway

(High Availability:HA) HA

HA Stateless failover
Stateful failover
HA
HA
Firewall VPN
( ) (
10/100 Fast Ethernet ) ( Gigahit )

Check Point[1] Cisco[2] Intrusion[3]



NetScreen[4] Nokia[5] RapidStream[6] SonicWall[7] Symantec]8] WatchGuard[9]

8 ( Nokia ) Symantec
Symantec

7 11 SmartBits WatchGuard

4500 Cisco PIX-535  Gigabit ( ) TeraVPN
VPN Cisco PIX

3DES VPN 3DES/SHA-1 Intrusion
WebBench

1 2 4

pl!ll-ll-I--‘.rI =

LR RELL RN Y |

i j-1---

F———rr=—r
—rs 1]

SmartBits
(NT9)
Check Point  |VPN-UFirewall-1 NG ( ) 31,000~
( Dell CPU ) 1,176,000*
Cisco PIX 525UR-BUN ( ) 1,020,000
PIX 535 ( ) 2,475,000
Intrusion PDS5515 (Secured by Check Point) 489,700




( )
NetScreen NetScreen-204 ( ) 632,500

NetScreen-500 ( ) 2,470,000
RapidStream  |RapidStream 6000 ( ) 599,000

RapidStream 8000 ( ) 1,499,000 (RS8000
SonicWall SonicWall PRO 300 ( ) | 265,000

SonicWall GX650 ( ) 1,979,000
WatchGuard  |Firebox 111 2500 ( ) 380,000

Firebox 111 4500 ( ) 500,000
Nokia Nokia IP530 ( ) N/A

Nokia IP740 ( ) N/A (
Symantec Symantec Firewall/VPN Enterprisel  N/A

7.0 (SOHO/ ) (

* license price ranges from 5 usersto unlimited users

Check Point
Del CPU Cisco NetScreen RapidStream
SonicWall ~ WatchGuard Intrusion
Check Point @ (b)
Cisco NetScreen SonicWall WatchGuard Flash ROM

MTBF(Mean Time Between Failure) Check Point  Intrusion

RapidStream
RS6000( ) 128MB Flash ROM
Hard
(OS] CPU Acceler ator RAM | Flash | Disk
SM E-Class
SonicWall

PRO300 V xWorks|StrongARM-233MHz [SonicWall ASIC  |64MB  |16MB [No
\WatchGuard
2500 Linux AMD-K6-500MHz  |On-Board IC 128MB [SMB [No

Enter prise-Class

SafeNet
Cisco PI X525 |PIX Intel-PI11-600MHz  |JADSP-2141L 256MB [|16MB |No
Intrusion
PDS5515 Linux Intel-PI11-1GHz BroadCom-5805 [512MB [No 20.5GB
NetScreen
204 ScreenOY350MHz PowerPC  [GigaScreen ASIC [128MB [8MB  |No
RapidStream RapidCore ASIC,
6000 Linux I ntel-Celeron-500M HZHi Fn-6500 128MB [No 10.2GB
\WatchGuard
4500 Linux AMD-K6-500MHz  |PCI card 256MB [BMB |No

Carrier-Class




Check Point
Firewall-1
NG Linux Dual Intel-P4-1.7GHz |BroadCom-5805 |1024MB|No 20.5GB
SafeNet
Cisco PI X535|PIX Intel-PlI1-1GHz ADSP-2141L 512MB [16MB |No
NetScreen
500 ScreenOY300MHz MIPS GigaScreen ASIC [256MB [16MB |No
SonicWall
GX650 \VxWorks|intel-PlI1-866MHz  |HiFn-7811*3 256MB [16MB |No
@
Connectivity High Availability
I nterface Console |Ports Display Panels  |Rack Size
SM E-Class
SonicWall PRO300 [10/100Base-T *3 |1 (DB-9)|1 (LAN interface) |3 LEDs 1U
\WatchGuard 2500 [10/100Base-T *3 |1 (DB-9) [No 10 LEDs 2U
Enterprise-Class
Cisco PI X525 10/100Base-T *2 |1 (RF45)[2 (DB-15 and LAN) |2 LEDs 2U
Intrusion PDS5515 |10/100Base-T *3 |1 (DB-9) |Optional 9 LEDs 1U
Net Screen 204 10/100Base-T *3 |2 (RF45)|2 (RF-45) 6 LEDs 1U
RapidStream 6000 |10/100Base-T * 3 |1 (DB-9) |2 (RJ}-45) 4 LEDs 2U
\WatchGuard 4500 [10/100Base-T *3 |1 (DB-9) |No 10 LEDs 2U
Carrier-Class
Check Point
Firewall-1 NG 1000Base-SX *2 |1 (DB-9) |Optional N/A N/A
Cisco PI X535 1000Base-SX *2 |1 (RF45)[2 (DB-15 and LAN) |2 LEDs 3U
Net Screen 500 1000Base-SX *3 |2 (DB-9) |2 (R}-45) 12 LEDs+1LCD [2U
SonicWall GX650 |1000Base-SX *3 |1 (DB-9) |2 (R}-45) 2 LEDs 3U
(b)

(1) 2

(©) 4 ) (VPN (7) (8)
IM GT. Interfaces|System Maintenance [Trouble Shooting
Configuration JFirmwaraDiagnosti Real-Time |Networ k|CPU/MEM
GUI CLI|Backup/RestorgUpgrade [Tools M onitoring|SatisticqUtilization

Check Point |Check Point
and Policy
Intrusion Editor YEJYES Software |YES YES YES Partial
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Cisco \Web YEYJYES YES YES YES YES YES

NetScreen  |Web YESYES YES YES YES YES YES
RapidStream

RapidStrream|Manager  |[YEJYES YES YES YES YES YES
\Web,

SonicWall  |ViewPoint |YESYES YES YES YES YES NO
\WatchGuard

\WatchGuardjManager  |[YEJYES YES YES YES YES NO

RapidStream  WatchGuard  Check Point

Web
Check Point
Web-based Cisco
SonicwWall  NetScreen Cisco Web ( VPN )
(CLD) CLI Cisco
( VPN VPN )
ISP
CNM (Centralized Network Management)
CNM CNM
NetScreen RapidStream XML SonicWall
Security Gateway

(Cisco  WatchGuard)



Email Syslog
server RapidStream
NetScreen  Check Point
L ogging Items L ogging Functions
| ContentJ Log Send Logsto
Firewall]VPN|I ntrusion|FilteringlEvent |[Entry  |[Email Alar miDownload-
L og Log |Log L og Log [Filtering|(full/interval){SyslogiMail [to-File
Check Point
and Intrusion]YES  [YES|YES YES Partial |Y ES YES Partial [YES |YES
Cisco YES |YES|YES YES YES [NO NO YES |YES |NO
Y ES(only|
NetScreen |[YES  |YES|YES YES YES |CLI) Full YES |YES |YES
RapidStream [YES  |YES|YES YES YES |YES YES YES |YES |YES
SonicWall YES |YES|YES YES YES [Partiad |YES YES |YES |NO
\WatchGuard [YES  |YES|YES YES YES [NO YES YES [NO |YES
@ (o)
6 VPN tunnel
[1] Manual Keying ESP  NULL( ) MD-5
[2] Manual Keying ESP DES MD-5
[3] Manual Keying ESP 3-DES SHA-1
[4] Automatic Keying ESP NULL( ) MD-5 PSK
[5] Automatic Keying ESP DES MD-5 PSK
[6] Automatic Keying ESP 3-DES SHA-1 PSK
Check Point Manual keying
Cisco Manual keying (Cisco Manual Key
VPN Cisco PIX VPN tunnel VPN
) NetScreen  WatchGuard
SPI(Security Parameter Index) WatchGuard 257~1023 (
) NetScreen 1000~2fffffff ( ) Manual-keying
Manual Keying VPN IPSEC IKE




3 > x (%[> > >
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S |x |x |x [x |x
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3 <
g S>> % |> |x%
©
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o _1_____ 1 __1_ -
S
L S o0s > [k [x |x
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S Bap-f--——- O e et B
B, 28 < | 12 |L |2 |
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° °
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M: Manual key, A: Automatic-key (IKE); v': Pass, ¥ : Fail; N/A: Not Available: Check Point; *: Cisco

VPN

(8 NULL/MD5

= U AN AN AN AN AN
s Ll SN N R R
c A x
3 SO0 > k> >
g U AN AN ENO AN AN
m ||||||| U R N RN —
2 S x> [k O[> [>
x (S (S S S s
I e e T
O A/n x x x x x
z % |x |[%x |x |x
§ S A AN AN AN AN
5  L-l_____ _— 4
o < N
g S AN AN A AN
©
5 U AN NG AN AN AN
o L1 ___1 R I R R N
5
b S > |k % |>
- U AN PO RV AN AN
€ SAF-T-———- ———p ===
8,28 < |2 |22 |2 |<
55 ER zZ |2 |2 |2 |2 |Z
©
5 5 |5 g |3
e nw us Q o W
S 5w | A |8 83 °
o Od (3] S (@) c
528 |8 |§ 2 |3
3 28 = = z
O =0

M: Manual key, A: Automatic-key (IKE); v': Pass, % : Fail; N/A: Not Available: Check Point; *: Cisco

VPN

() DESMD5
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Check Point
and WatchGuard | RapidStream Cisco NetScreen SonicWall
Intrusion
PDS5515
M| A| MIi A| M| Al MIi Al MIA] M| A
CheckPoint and i i i i i i
Intrusion N/A : v | N/A : v | N/A : X | Nn/A : N/A | N/A : v | N/A : v
PDS5515 | | I I | |
I I I I I I
wachGuard | NA | v | v I v | v ] viiNnalna|l %] v ] v v
| | | | | |
Rapidstream | NI/A | % | v | v | v | v |[NAINA| v I v | v IV
| | | | | |
Cisco N/A i N/A | N/A i N/A | N/A i N/A | N/A i N/A | N/A i N/A | N/A i N/A
[l [l [l [l [l [l
NetScreen N/AI v ® I v v I v N/AIN/A v I v v I v
1 1 1 1 1 1
Sonicwall NAL v vl v vl v NAlNAl vy Ly vy
[ [ [ [ [ [
M: Manual key, A: Automatic-key (IKE); v: Pass, ¥ : Fail; N/A: Not Available: (Check Point and Cisco)
(c) 3DES/SHA-1 VPN
Nessus Nmap
Security Gateway IDS(Intrusion

Detection System)

1. Stealth Scanning(

@

Stateful Inspection

NULL Scan

XMAS Scan

FIN Scan

Check Point

B

11
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Cisco B B B
Intrusion B B B
Netscreen B B B
Rapidstream B B B
SonicwWall B B B
\WatchGuard B B B
(@ Stedth Scanning
2. Application Exploits( )
(b)
WatchGuard Application Proxy FTP SITE
[1S5.0 .printer IMSIndexing Service [Wu-ftp Sendmail |POP3
ISAPI exploit |l SAPI Extension exploit|SI TE EXEC [Exploit exploit
Check Point N N N N N
Cisco N N N N N
Intrusion N N N N N
Netscreen N N N N N
Rapidstream N N N N N
Sonicwall N N N N N
\WatchGuard N N B N N
(b) Application Exploits
3. Denial of Service( )
(© NetScreen
(threshold) SYN flooding proxy
Check Point Intrusion SY N-flooding SYNDefender Relay
SYNDefender Gateway SYN flooding
SYN flood |ICMP flood| UDP flood
Check Point B N N
Cisco D N N
Intrusion B N N
Netscreen B B D
Rapidstream D N B
SonicWall D N N
\WatchGuard D B N

12



(c) Deniadl of Servi

ce

NetScreen WatchGuard  RapidStream
(D) 1CSA(
) (2) CheckMark (3) 1ISO 15408 (4)ITSEC( )
Stateful Inspection
@ (b)
Firewall NAT
Packet |Stateful  [Classifier 1-1 [M-1|M-M [Port
filter |lnspection Forwarding
Check Point |Yes [Yes 4 tuples, Time Yes [Yes [Yes |Yes
Firewall-1
NG
Cisco Yes [Yes 5 tuples Yes [Yes |Yes [Yes
Pl X 525
Intrusion Yes [Yes 4 tuples, Time Yes [Yes |Yes [Yes
PDS5515
NetScreen  |Yes  |Yes 4 tuples Yes [Yes |Yes [Yes
204 (5 tuplesin CLI mode)
SonicWALL |yes [Yes 4 tuples plus incoming andjYes [Yes [No [Yes
PRO300 outgoing NIC, Time,
Fragments
WatchGuard [Yes  |Yes 4 tuples Yes [Yes |Yes [Yes
2500
RapidStream |[Yes  |Yes 4 tuples plus incoming NIC,[Yes |[Yes [Yes [Yes
6000 VLAN
@
Firewall NAT
Application Support (*) Application Support (*)
Check Pointand  |More than 150 [More than 150
Intrusion PDS5515
Cisco RPC, NetBIOS, Real Audio|RPC, NetBIOS, Real Audio,
PIX 525 Streamworks, CuseeMe, InterneffStreamworks, CuseeMe, Internef]
Phone, VDOLive, MS SQL Phone, VDOLive, MS SQL
NetScreen FTP, DNS, TFTP, XING, Rea Media|FTP, DNS, TFTR, XING, Rea Media,
204 NFS, TALK, rlogin, VDO Live|NFS, TALK, rlogin, VDO Live,
H.323 H.323
RapidStream AOL Instant Messenger, CU-SeeMe|[Telnet, FTR, TFTP
6000 DHCP/BootP  Client/Server, DNS,

Yahoo

FTR HTTPS, VDOLIlve,
[Messenger., and 20 more.
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SonicWAL L FTP, LDAP, Lotus Notes, DNS, FTP, LDAP, Lotus Notes, DNS,
PRO 300 Napster, Real Audio, TFTP Napster, Real Audio, TFTP

, Timbuket, HTTPS, and 20 more. , Timbuket, HTTPS, and 20 more.
\WatchGuard DCE-RPC, DNS-Proxy, FTP, H323,IN/A
2500 HTTP, Proxied-HTTP, RealNetworks,

RTSP, SMTPR, StreamWorks,

\VDOLive

* means claimed by the vendors but not verified by us

(b)

VPN
VPN DES/3DES MD5/SHA-1
Check Point Intrusion NetScreen AES
SonicWall Manual-keying ARC4 Cisco MD-5 Manual
Keying
Protocol  [Encryption Algorithm Authentication Algorithm
Support
AH* |ESP |DES|3-DES [Others* IMD-5 SHA-1
Check Point and Yes [Yes |Yes |Yes |AES, CAST |Yes Yes
Intrusion PDS 5515
Cisco 525 Yes |Yes [Yes [Yes No Yest* Yes
PIX 535 Yes |Yes [Yes [Yes No Yest* Yes
NetScreen  [204 Yes [Yes |Yes |[Yes |AES(128hit) [Yes Yes
500 Yes [Yes |Yes |[Yes |AES(128hit) [Yes Yes
RapidStream 6000 Yes [Yes |Yes |[Yes |No Yes Yes
SonicWall |Pro300 [Yes |[Yes |Yes |[Yes |ARC4 Yes Yes
GX 650 |Yes |[Yes [Yes |[Yes |ARC4 Yes Yes
\WatchGuar dj2500 Yes [Yes [Yes |[Yes |[No Yes Yes
4500 Yes |Yes [Yes [Yes No Yes Yes

* means claimed by the vendors but not verified by us

** |KE okay, but manual-keying failed

(& VPN
Keying Method |IKE Authentication IKE Misc.
IManua  |IKE |Psk |rRsa* Others* DH Group |PFS
Key
Check Point and No Yes |Yes |Yes DSA 1,2,5 Yes
Intrusion PDS 5515
Cisco 525 Yes Yes |Yes |Yes DSA 1,2 Yes
PIX 535 |Yes Nes [Yes [Yes DSA 12 Yes
NetScreen  [204 Yes Yes [|Yes |[Yes DSA 1,2,5 Yes
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500 Yes Yes [|Yes [Yes DSA 1,2,5 Yes
RapidStream|6000  [Yes Yes [Yes |[Yes DSA 1,2 Yes
SonicWall  |Pro 300|Yes Yes |Yes [Yes (local|sonicwall cert. 1,2,5 Yes

certificate) [3rd party cert.

GX 650|Yes Yes |Yes [Yes (localsonicwall cert. |1,2,5 Yes

certificate) [3rd party cert.
\WatchGuard[2500 |[Yes Yes [Yes [No No 1,2 Yes

4500 |Yes Yes |Yes |[No No 1,2 Yes
* means claimed by the vendors but not verified by us

(b) VPN Key Exchange
ACL/URL Filter
Security Gateway HTTP Request
WatchGuard
Check Point  Intrusion
Protocol ACL/URL filter [Miscellaneous
Check Point and HTTP Built-in & External (WebSense) [Javal/ActiveX/JavaScript
Intrusion PDS5515 Virus-Scanning (External)
SMTP* Built-in Virus-Scanning (External)
FTP* Built-in Virus-Scanning (External)
Cisco HTTP External (Websense)* JavalActiveX
PI X 525
NetScreen HTTP External (Websense)* JavalActiveX/ZIPIEXE
204
RapidStream HTTP N/A Java
6000
SonicWall HTTP Built-in (+Websense/H2N2)  lJava/ActiveX/Cookie
PRO300 News, FTPR, Built-in Virus-Scanning (External)
Gopher*
\WatchGuard SMTP(In)*  [Built-in Attachment, MIME, Spam,
2500 Header, SMTP Cmd.
SMTP (Out)* [Built-in [Masquerade: Sender, M-1D
FTP (In/Out)* [Built-in Read-only connection
HTTP Built-in Javal/ActivexX/Cookie/MIME

* means claimed by the vendors but not verified by us

SonicWall)

(Check Point

Check Point

15
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FloodGate-1

FloodGate-1 6
Sonicwall
SonicWALL
class
Max/Min class class
tunnel tunnel
tunnel
[Manageable [Minimum [Bandwidth Sharing|Per-flow [Admission [QoS per
Traffic Bandwidthfamong classes* Bandwidth|Control* ftunnel
Direction
NetScreen Any Y Y N N Y
RapidStream  |Any Y Y N N Y
Sonicwall LAN/DMZ tolY Y N N Y
WAN

* means claimed by the vendors but not verified by us

[Tools (Firewall/VPN) Description

Smartflow Firewall/\VVPN measurement

\WebSuite [Maximum connection/rate measurement
SmartBits 6000B Network performance analysis test system
Tools (Intrusion Detection) Description

Nmap Scanning

Nessus Exploits for the vulnerabilities
Apsend-1.61 Denial of Service

[Tools (Content Filtering) Description

\WebBench Emulates and measures Web traffic
[Tools (Bandwidth Mgt.) Description

Ncftpput TCP traffic generator

[Tcpdump Packet sniffer

Nt Real -time traffic bandwidth monitor
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[Awk script (self-written) [Data analyzer

Packet Filter SmartBits SmartCard port
200 Internet 200
(64 byte 256 byte 1518 byte) Internet

(zero-loss maximum throughput)

(latency) SmartFlow binary search
Zero-loss 0.001%
Security Gateway (1) NAT (2) NAT
10 500 ” 7
NAT scalability

Stateful Inspection

[Security G atew ay- J

254 254
Securi ty Gateway
92/168.1.x/24 140.113.88.x/2
11 X3 |2 2 11
- . - L I

([ SmartBits )

D)
(3  (Queue) (2) ( )
3

(LNAT
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(2 ©)

throughput throughput
WatchGuard
@ NAT (Sonicwall
NAT NAT ) NAT throughput
NetScreen 204  Cisco PIX 525
NAT SME WatchGuard 2500
SonicWall PRO300 Enterprise NetScreen 204 100 % Cisco
PIX525  RapidStream 6000 wire speed WatchGuard 4500
(b (0 (b) Carrier
Cisco PIX 535  SonicwWall GX650  throughput Check Point
NetScreen 500 CPU
E Firewall Thr oughput
g SME-Class Enterprise-Class
e 106¢
- 90
3 80
Q
c 7 O
2 60
o 50
_E 4 0
F 30
20
10
o .
PRO30O0 WG2 500 NS 204 Pl X525 RS6000

[me me4 Nmemm256 |NAT

(8 NAT On/Off zero-loss maximum throughput (SME ~ Enteprise )
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Firewal!ll Throughput

Qo
S 100
~ 90
< 80
B 70
© 60
o 50
Z 40
o300
200
100
0
FWwW- 1 GX650 NS500 Pl X535
||:|64I64 NBmZ5m256 NOMTS 1M151 8 IFAT
(b) NAT On/Off zero-loss maximum throughput (Carrier )
Firewal/l Latency with | oad =
SME-Class Enterprise-Class
1000 po 1
1
- |
|
>
: 1000 :
@ |
= 1
4 |
100 i
1
|
|
1
100 .
PRO300O0 WG2500 NS204 PI X525 RS6000 WG450
[m64m64 NmZTsm256 NAT
(@ Load=10% NAT latency (SME  Enteprise )
Firewal.l Latency with |l oad = 1 0%
1000
> 1000
B 100
100

Fw-1 G X650 NS500 Pl X535

||:I64-64 N AmT2 5 G2 5 6 NlG\T

(b) Load=10% NAT latency (Carrier )
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Firewall Latency with Il oad

SME-Class Enterprise-Class
10000 0566 1
1
~ 10000 g6¢6 }
- 1
© 1000 o0fe 1
i 1
- 1
; 1000 p#® i
- 1
1000 I
1
100
1
10 1
PRO300O WG2500 NS204 Pl X525 RS 6000 WG450
[m64m64 NmTs@m256 NAT
(8 Load=100% NAT latency (SME  Enteprise )
Firewal.l Latency with |l oad = 1
1600
2 14001
= 12008
2 100 0
Z 800 ¢—
- 600 ¢—
400 ¢6—
200 ¢—
0
FWwW-1 GX650 NS500 Pl X535
|I:I64-64 NAER 5 @l2 5 6 N|AT
(b) Load=100% NAT latency (Carrier )
(@ D
2 timeout CiscoPIX 525  RapidStream 6000
WatchGuard 4500 (b)
(Ramp-up rate) (HCPU 2
(©)] NetScreen 204
13,000 WatchGuard 4500  Cisco PIX 525
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Maxi mum Connections

SME-Class Enterprise-Class

6 00 O

5000
) 2000
1000
° PRO300 WG2500 NS204 PDS5515 Pl X525 RS6000 WG4 50 (
@ (SME  Enteprise )
Maxi mum connection rate
e SME-Class Enterprise-Class
§ 120
400
200
° PRO300 WG2500 NS204 PDS5515 Pl X525 RS6000 WG
(b) (SME  Enteprise )
VPN
VPN SmartBits SmartCard
(128 byte, 512 byte, 1400 byte
1518 byte) SmartMetrics Security Gateway IPSec
(tunnel) NULL DES 3-DES MD-5
SHA-1 Pre-share Key 128 byte 64 byte
SonicWall PRO300 64 bytes
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|PSec 1518 byte |PSec
Ethernet (Fragmentation)
/ NULL/MD5, DESMD5
3DES/SHA-1 ESP NULL/MD5 processor-intensive
VPN SME/Enterprise NULL/MD5
VPN Carrier NULL/MD5 ISP
Carrier NULL/MD5 VPN tunnel @
MD5 zero-loss maximum throughput NetScreen 204
RapidStream 6000 100% VPN RapidStream 6000 1518 byte
(b)
[Security Gatew ay-1] 140-1138.179.x/24 [security Gateway-ZJ
254 LS v s0 ML i,
10.1.1.x/24 10.2.2.x/24
11 ““'_“ Ly 11
h -[- -éﬁwarté its. J.- -

VPN
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(Mbps)

VPN Throughput (NULL, MD5)
SME-Class Enterprise-Class

Throughput

PRO30O0 WG2500 NS204 Pl X525 RS 6

O12m51014@C@as18

€) NULL/MD5 VPN zero-loss throughput (SME  Enteprise )
- VPN Latency (NULL, MD5) wi th ocoad=10%
- _ SME-Class Enterprise-Class
> 100060 I
a |
o 10000 1
s 1000 I
. = N

100 | [ | | |

PRO300O WG2500 NS204 Pl X525 RS600
\512-51|:|140|:|)15]JS

(b) Load=10% NULL/MD5 VPN latecy (SME  Enteprise )
— VPN Latency (NULL, MD5) with Ilload=100%
> 10000 eoME-Class Enterprise-Class
(&] U oOyu I 1
S 10000f00 I
® 100000 [
© 1000 |
Y [

100 I ‘ ‘

PRO300 WG2500 NS204 Pl X525 RS60C
D12E51014001518

(c) Load=100% NULL/MD5 VPN latecy (SME ~ Enteprise )

VPN DES 3-DES

CPU @~(c0 SME
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Enterprise DES VPN (d~(c) 3DES

RS

RS60

NetScreen 204  RapidStream 6000  throughput Cisco PIX
525 SME WatchGuard 2500 SonicWall VPN
CPU
(a~(c)Carrier DES VPN (a~(c) 3DES
VPN SonicWall GX650 NetScreen 500 Check Point
Ddll Check Point VPN-L/Firewall-1 NG
(%]
ol PSec
0
S
~ VPN Throughput (DES, MD5)
- SME-Class Enterprise-Class
>
a 100 1 -
= 80 :
(@]
5 6 0p :
© 40 [ ] i
= 20 i :
[ 0 — i
PRO30O0 WG2500 NS204 Pl X525
O012m@51014CAa518
€) DES/MD5 VPN zero-loss throughput (SME  Enteprise )
— VPN Latency (DES, MD5) with lload=10%
> SME-Class Enterprise-Class
o 1000000 I
2
o, 100000 :
+ 10000
« |
> o 1]
PRO30O WG2500 NS2014 Pl X525
D12851014001518

(¢) Load=10% DES/MD5 VPN latecy (SME  Enteprise )
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~ VPN Latency (DES, MD5) with | oad=100%
> ~ SME-Class Enterprise-Class
o 10000006 I
= 100000 0 I
® 100000 "
© 10000 |
- 1000 |’_.
100 1 !
PRO3O0O WG2500 NS204 Pl X525 RS60
m12M51014001518
(d) Load=100% DES/MD5 VPN latecy (SME  Enteprise )
2
VvV P N Thr oughput ( DE S, MDS5 )
-
J 350
306
256
3
o 20696
. 1586
£ 10 -
5 0 -
o
CheckPoi nt GX6 50 NS 500
m12m5 121 4 cCasis
@ DES/MD5 VPN zero-loss throughput (Carrier )
0
i VP N Lat e ncy ( DE S, MDS5 ) wi t h I o a
S 1 O O O -6
0
c 1 0 o ofelo
O)
- 1 O O 09
q
1 O O O] —
1 O O . .
CheckPoi nt GX6 50 NS 500
@m12m5121 4 cCasis
(b) Load=10% DES/IMD5 VPN latecy (Carrier )
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(ljlus)

VvV P N Lat ency ( DE S, MDS5 )
> 1 0000 O 66060
© 100 0O 0 OO0 O O
; 1 00 0O o o
1 00O o o
5 100 0P O
1 0 0O 1
1008
1 00
CheckPoOi nt GX 6 50
m12m5 101 40a 518
(%]
o () Load=100% DES/MD5 VPN latecy (Carrier )
o)
>
— VPN Throughput (3DES, SHA-
- SME-Class Enterprise-Class
5
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