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Abstract—OpenFlow supports internal buffering of data packets in an SDN switch whereby a fraction of data packet header
is sent to the controller instead of an entire data packet. This
internal buffering increases the robustness and the utilization
of the link between SDN switches and controller by absorbing
temporary burst of packets which may overwhelm the controller.
Existing queuing models for SDN have focused on the switches
that immediately send packets to the controller for decisioning,
with no existing models investigating the impact of the internal
buffer in an SDN switch and the associated trade-offs of having
an internal buffer. In this paper, we propose an analytical model
for SDN switch with the internal buffer to investigate the potential
benefits, drawbacks and trade-off of internal buffering in SDN
switches. It was observed that a switch with internal buffer
achieves up to 30% lower average packet transfer delay and
7% lower packet loss rate at the cost of requiring up to 50%
more queue capacity than one without the internal buffer. The
proposed model is validated with discrete event simulation where
the difference between simulation and analytical results was
between 0.6% and 2.8% for average packet transfer delay and
less than 6% for average packet loss rate. With this investigation,
we provide some guidelines to SDN switch designers on the
merits, demerits and trade-off of internal buffering in an SDN
switch.

I. I NTRODUCTION
Software-Defined Networking (SDN) is a new networking
architecture that simplifies the switch by abstracting and
moving away the forwarding decisions from a switch to
a centralized system typically realized as a software-based
controller. The concept of SDN is realized with OpenFlow
which is among the first (and most widely used) specification
to define the communication between the controller and switch
in a SDN architecture [1]. OpenFlow handles different types
of messages which can be sent from controller-to-switch or
vice versa. It is a de facto standard protocol for programming
SDN switches [2].
As SDN deployments move away from traditional data
centers to wide area SDNs, wireless access network (called
SDWAN - software defined wireless access network) and
mobile SDNs, the usual assumption of a reliable and highly
available control channel no longer holds. Fortunately, the
OpenFlow specifications has provisions for switches to buffer
asynchronous messages (packets) destined to the controller.
Asynchronous messages, as the name implies, are sent by
the switch without controller solicitation [3] when there is no
matching flow information for an arriving packet in the switch.

In the OpenFlow specifications [3], an OpenFlow switch
maintains one or more flow tables to make decisions on
packet forwarding behavior. Flow tables are linked together to
form a pipeline, where each flow table has flow table entries
(FTE) that consist of match fields and actions. Incoming
packets are matched against the match fields and if there is no
matching FTE, an asynchronous message called a “packet-in”
is generated and sent to the controller.
Asynchronous messages are sent either with the arriving
packet or only with a fraction of the packet header based on the
availability of memory in the switches for internal buffering.
In a packet, only the header contains routing information
which is used by the controller to make forwarding decisions.
If the switches have sufficient memory to buffer packets,
then the packet header along with a buffer ID is sent with
the asynchronous message. Similarly, some switches do not
support internal buffering and require full packet (not just the
header) to be sent with the asynchronous message.
Packets are internally buffered in a SDN switch to avoid
congestion and improve the throughput of the network. The
concept of internal buffering is not new to SDN switches and
has been traditionally used in Banyan switches [4] which is
a network of complex crossover switches designed to avoid
blocking between packets at the input ports. Similarly, internal
buffering has been used in ATM switch to reduce the packet
loss rate due to asynchronous nature of ATM traffic [5].
If a packet-in event is configured to the internal buffering
and switch has sufficient memory to buffer packet, then the
fraction of a packet header and buffer ID is encapsulated with a
packet-in message, otherwise, an entire packet is encapsulated
with a packet-in message. The controller processes a packetin message and generates a packet-out message to the switch
updating flow information.
Internal switch buffers help address the impact of lossy
and unreliable control plane behavior in SDN, a scenario of
increasing importance. The study in [6] showed that a lossy
control channel significantly degrades data plane throughput
and latency. With internal buffering in SDN switches, some
of the benefits are, the forwarding delay of data packets can
be decreased [7], Quality of Service can be improved with
reduced packet loss [8], and bandwidth of the control channel
can be optimized [9].
Most existing research in the literature analyzes the per-

formance of SDN switch with no internal buffering. This is
perhaps attributed to the evolving nature of the OpenFlow
specifications which in it’s current incarnation leaves the
buffering of a data packet an optional feature. However, it will
be increasingly important for next generation of SDN switches
to support internal buffering with increasing diversification of
SDN deployments into different domains such as SDWANs,
mobile SDN and applications of SDN in IoT whereby there
may be intermittent connectivity or less robust links between
the SDN switch and the controllers.
In this paper, we use queuing theory to derive a first order
estimate of OpenFlow switch performance and to identify
potential trade-offs between switch designs with internal buffer
and without internal buffer. Queueing models are useful in predicting switch performance trends as parameterized functions
and link the cause to effect relationships of the switch performance. The two main objectives of the research presented in
this paper are: (a) investigate the effect of internal buffer in
the performance of an SDN switch with the help of queueing
model, and (b) compare the queueing model for SDN switch
with and without internal buffer, hence identify the trade-offs.
The remainder of this paper is structured as follows. In
Section II, we discuss the related work and background theory
of SDN switches with and without internal buffering. Then we
describe a model for a SDN switch without internal buffering
in Section III. In Section IV, we propose a queueing model
for a SDN switch with internal buffering. We perform buffer
dimensioning analysis in Section V to compare the buffer
space requirements or SDN switches with and without internal
buffers. In Section VI, we discuss the analytical and validation
results in detail. Finally, we conclude the paper with discussion
and conclusion in Section VII.
II. R ELATED W ORK & BACKGROUND T HEORY
While internal buffering has been well studied in a traditional switch, the buffering of asynchronous messages over
a separated control-data plane remains unexplored. The separation of the data plan and control plan in SDN brings a
different set of challenges for switch designers working with
SDN switches. For example the control decisions from the
controller may take up to 1 millisecond to reach the switch.
In [10] the authors adopted SDN for wireless mesh networks
and show that the delay variability and limited bandwidth over
the wireless induces throughput and packet losses. However,
no internal buffering was considered. Earlier studies [7], [9]
suggest that the smoothing of control traffic via the internal
buffer would reduce the losses during periods of poor wireless
connectivity or sudden burst of new flows to a mesh router.
For SDWAN applications, a multi-path OpenFlow channel
for resilience and scalability in wireless environments was
proposed in [11]. In SDWANs, the control path may incur
failure due to many reasons, such as deep fading, mobility, etc.
In the such cases, buffering the packets in the switches internal
buffer allows the switch to continue operating momentarily
while the control channel recovers back to its stable state.

Hu et al. [12] take a radically different approach whereby
the control packets are neither buffered nor sent to the controller immediately but sent through a looping path - inducing
delay to allow the control messages to be processed and the
feedback from the controller. We argue that the same effect
could be achieved via the internal buffer.
From a performance modelling perspective, queueing theory
has been widely used to model and predict the performance of
SDN [13]–[18]. These studies model use a generic model such
as the one shown in Fig. 1 where the input buffer of a switch
is modeled either as a single shared queue or two-priority
queue. While none of the above mentioned models consider
the internal buffering capabilities of an SDN switch, they pave
the way for building a new model for internal buffering within
SDN switches.
In the single shared queue model [13]–[15], the data traffic
and control traffic shares a single queue with FIFO service
discipline. While in the two-priority queue model, control
traffic goes to a high priority class queue and data traffic
goes to a low priority class queue where data traffic is served
without preemption. The single shared queue model is not
suitable for modelling internal buffers because there is no
packet level distinction between data and control traffic. This
differentiation is easily modeled in the two-priority queue
model and thus is the most relevant starting point for our work
presented in this paper.
Moreover, a key finding in from previous modelling work on
SDN switches shows that shows the use of two-priority queue
in the input buffer of switch better reflects represents the SDN
behavior. Analytical and simulation studies in [17], [19] show
that the time to install FTE is significantly lower in a priority
queue compared to a single shared queue. However, these
studies have assumed switch has no support for the internal
buffering.

Fig. 1. Generic Model for SDN

In this paper, we will use a two-priority queueing structure
in a switch with and without the internal buffer. Additionally,
we will study the sizing of the internal buffer (called buffer dimensioning) in terms of overflow probability using an M/M/1
approximation. Buffer dimensioning is discussed in Section V

and switch designers rely on such approximations to ensure
there is no packet loss in the switch. In the following section,
we will discuss the model for an SDN switch with no support
for internal buffering.
Throughout this paper, we assume controller has an infinite
capacity queue with M/M/1 distribution, and a switch has a
finite capacity as GI/M/1/K queue to represent independent
arrivals with general distribution [20]. The external packet
arriving at the switch is assumed to have Poisson distribution
and is denoted as λ1 . If there is no matching FTE in a
switch, an external packet is forwarded to the controller with
a table-miss probability represented as β. The service rates of
switch and controller are denoted by µs and µc respectively.
The average packet transfer delay is the primary performance
metrics to compare switch with and without an internal buffer.
III. S WITCH WITHOUT INTERNAL BUFFER : ME

Class CS queue are processed by the switch, where forwarding
information is installed by updating the flow table, and data
packets are successfully forwarded to the destination through
the output port. Class CS packets are prioritised over Class ES
packets with non-preemptive priority, where Class ES packets
are only served when there are no Class CS packets.
The four step process for ME is modeled as continuous time Markov process with three state variables,
{(nc (t), ncs (t), nes (t)), t ≥ 0}. The state variables denoted
by nc (t), ncs (t), and nes (t) represent the number of packets
in controller, Class CS, and Class ES, respectively. The queue
capacity for switch is equal to K. It is assumed that Class
CS and Class ES has the queue capacity of K1 and K2 ,
respectively, with the total queue capacity of switch as K.
Let x, y, z represent the set of values for nc (t), ncs (t)
≤K1
and
and nes (t), respectively, where x ∈ Z+ , y ∈ Z+
≤K2
z ∈ Z+ . The Markov process for ME is a Homogeneous
Quasi-Birth-and-Death (QBD) process with the controller as
a level variable, and Class CS and Class ES as phase variables [21]. The permissible transitions for the Markov chain
{(nc (t), ncs (t), nes (t))} are shown in Table I and these help
us determine the stationary distribution probability (π) for ME.
The throughput of the controller (Tc ) is given by the sum
of probabilities that the controller has at least one packet to
forward with service rate of µc and this is given by:
Tc = µc

K1 X
K2
∞ X
X

πx,y,z .

(1)

x=1 y=0 z=0

Similarly, the throughput of Class CS (Tcs ) is given by the
sum of probabilities that the Class CS has at least one packet
to forward with service rate of µs and this is given by:
Tcs = µs

K1 X
K2
∞ X
X

πx,y,z .

(2)

x=0 y=1 z=0

Fig. 2. ME–single server switch without internal buffer

We have named queueing model for the switch without
internal buffer as Model ME, where “M” refers to queueing
model, and “E” refers to full encapsulation of data packets
with a packet-in message.
As seen in Fig.2, the switch does not have an internal buffer
and the input buffer of switch is modeled as finite capacity
with two-priority class queues, Class ES and Class CS. Class
ES is the low priority class for external data packets arriving
at the switch, while Class CS is the high priority class for
control packets that are from the controller.
Modelling ME is a four step process as shown in Fig. 2: (1)
external data packets arrive at the Class ES queue of the switch
in a flow, (2) the first data packet of the flow is forwarded
to the controller encapsulated within a packet-in message if
the switch does not have a matching FTE or successfully
forwarded to its destination through the output port because an
FTE exists, (3) controller feedback the forwarding information
with a packet-out message to the Class CS queue of the switch,
and finally (4) control packets (i.e. packet-out messages) in the

Also, the throughput of Class ES (Tes ) is given by the sum
of probabilities that the Class ES queue has at least one packet
to forward with service rate of µs and there is no packet in
Class CS in the stationary state, and this is given by:
Tes = µs

K2
∞ X
X

πx,0,z .

(3)

x=0 z=1

The average number of packets in ME is E[L]M E expressed
as:
K1 X
K2
∞ X
X
E[L]M E =
(x + y + z)πx,y,z .
(4)
x=0 y=0 z=0

Applying Little’s theorem to Eq. (4) yields the average
packet transfer delay in ME (commonly denoted by the
mean sojourn time of the packet, denoted by tM E ) which is
expressed as:
tM E = E[L]M E /TM E ,
(5)
where TM E is the throughput of ME expressed as
TM E = Tcs + (1 − β)Tes .

(6)

TABLE I
P ERMISSIBLE T RANSITIONS FOR M ODEL ME
Event
One packet departs from Switch to out of system (ME)
One packet departs from Class CS to out of system (ME)
One packet arrives to Class ES
One packet forwarded from Class ES to Controller
One packet serviced by Controller to Class CS

Similarly, the average packet loss rate of Class CS (P Lcs )
and Class ES (P Les ) represents the average number of packets
being blocked or dropped by Class CS and Class ES out of
total incoming packets. The probabilities P Lcs and P Les for
Model ME are expressed as:
P Lcs = 1 − Tcs /Tc ,
P Les = 1 − Tes /λ1 .

(7)

Assuming independence between the arrival at Class CS
and Class ES, the total packet loss rate for ME (P LM E ) is
the sum of packet loss rate in Class ES and Class CS which
is given as,
P LM E = P Les + P Lcs .
(8)
In the following section, we will develop a model for a
switch with internal buffer.
IV. P ROPOSED MODEL FOR SWITCH WITH INTERNAL
BUFFER : MQ

Fig. 3. MQ–single server switch with internal buffer

Using similar convention with ME, we have named the
queueing model for a switch with internal buffer as Model
MQ, where “Q” refers to queueing of data packets in the
internal buffer.

From

To

Rate

(nc , 0, nes > 0)

(nc , 0, nes − 1)

µs (1 − β)

(nc , ncs > 0, nes )

(nc , ncs − 1, nes )

µs

(nc , ncs , nes )

(nc , ncs , nes + 1)

λ1

(nc , 0, nes > 0)

(nc + 1, 0, nes − 1)

µs β

(nc > 0, ncs , nes )

(nc − 1, ncs + 1, nes )

µc

As seen in Fig.3, the switch has an internal buffer for
buffering of packets destined to the controller. The input buffer
of the switch is modelled as finite capacity with two-priority
class queues, Class ES (for data packets) and Class CS (for
control packets) like ME.
Model MQ consists of characterizing the four steps of
packet processing as shown in Fig. 3: (1) external data packets
arrives at the Class ES queue of the switch, (2) data packets
are temporarily buffered in internal memory and a fraction of
the data packet (around 20%) is forwarded to the controller
encapsulated within packet-in control messages if the switch
does not have a matching FTE or successfully forwarded to the
destination through an output port, (3) controller feedbacks
the forwarding information with a packet-out message to
Class CS of the switch,and (4) switch processes the control
packets in Class CS, update the flow table with forwarding
information, the temporarily buffered data packet is extracted
from internal buffer and forwarded to the destination through
an output port.
MQ is modeled as continuous time Markov process with
four state variables, {(nb (t), nc (t), ncs (t), nes (t)), t ≥ 0}.
The state variables denoted by nb (t), nc (t), ncs (t), and
nes (t) represent the number of packets in the internal buffer,
controller, Class CS, and Class ES, respectively. The queue
capacity for switch is equal to K. It is assumed that Class
CS, Class ES, and internal buffer has the queue capacity of
K1 , K2 , and K3 , respectively, with the total queue capacity
of the switch as K.
Let w, x, y and z represent set of values for
≤K3
nb (t), nc (t), ncs (t) and nes (t), respectively, where w ∈ Z+
,
≤K1
≤K2
x ∈ Z+ , y ∈ Z+ and z ∈ Z+ . The number of packets in
the controller and Class CS are dependent on the number of
temporarily buffered packets in the internal buffer. Therefore,
the state space of the controller and Class CS can be rewritten
as x ∈ Z≤w
+ and y = (w − x) such that (w − x) ≤ K1 .
For example, if number of packets in the internal buffer
at some instant “t” is 1, i.e. nb (t) = 1, then the permissible state space for the controller and Class CS can be
nc (t) = {0, 1} and ncs (t) = {1, 0} respectively. Due to this
dependency, the Markov process for MQ is a Nonhomogenous QBD process [21] where the internal buffer is a level
variable, with the controller, Class CS, and Class ES as phase
variables. The permissible transitions for the Markov chain
{(nb (t), nc (t), ncs (t), nes (t))} are shown in Table II and these

TABLE II
P ERMISSIBLE T RANSITIONS FOR M ODEL MQ
From

To

Rate

(nb , nc , ncs , nes )

(nb , nc , ncs , nes + 1)

λ1

One packet departs from Class ES to out of the system (MQ).

(nb , nc , 0, nes > 0)

(nb , nc , 0, nes − 1)

µs (1 − β)

One packet departs from Class ES to the internal buffer and
subsequently one packet-in message is sent to controller.

(nb , nc , 0, nes > 0)

(nb + 1, nc + 1, 0, nes − 1)

µs β

(nb , nc > 0, ncs , nes )

(nb , nc − 1, ncs + 1, nes )

µc

(nb > 0, nc , ncs > 0, nes )

(nb − 1, nc , ncs − 1, nes )

µs

Event
One packet arrives to Class ES.

One packet-out serviced by Controller to Class CS.
One packet in Class CS is processed and subsequently one packet
departs from internal buffer to out of the system (MQ).

help us determine the stationary distribution probability (π) for
MQ.
The throughputs of Class CS (Tcs ) and the internal buffer
(Tb ) for MQ are the same because we have assumed that a
packet in the internal buffer is extracted instantaneously after
packet in Class CS has been processed. This assumption is
reflected in the permissible transitions table for MQ as shown
in Table II. The throughput of the internal buffer for MQ is
given by the sum of probabilities that the internal buffer has
at least one packet to forward with service rate of µs , and this
is given by:
Tb = Tcs = µs

K2
K3 w−1
X XX
X
w=1 x=0

y

πw,x,y,z

,

(9)

Tc = µc

w=1 x=1 y

πw,x,y,z

,

(10)

z=0

w=0 x=0 z=1

The average number of packets in MQ is E[L]M Q expressed
as:
K3 X
K2
w XX
X
(w + x + y + z)πw,x,y,z . (12)
w=0 x=0 y

z=0

Again, applying Little’s theorem to Eq. (12) yields the
average packet transfer delay in MQ (commonly referred to
as the mean sojourn time of the packet) at the switch (denoted
by tM Q ) which is expressed as:
tM Q = E[L]M Q /TM Q ,

(13)

(14)

Similarly, assuming independence of packet arrivals among
Class CS, Class ES and the internal buffer, the average packet
loss rate of Class CS (P Lcs ), Class ES (P Les ) and the
switch’s internal buffer (P Lib ) represent the average number
of packets being blocked or dropped by Class CS, Class ES
and the switch’s internal buffer out of total incoming packets
in respective queues. P Les , P Lcs and P Lib for Model MQ
are expressed as,
P Lcs = 1 − Tcs /Tc ,
(15)

P Lib = 1 − Tib /Tcs .
Therefore, the total packet loss rate for MQ (P LM Q ) is the
sum of packet loss rate in Class ES, Class CS and internal
buffer of the switch which is given as,
P LSP Q = P Lcs + P Les + Pib .

Also, the throughput of Class ES (Tes ) for MQ is given by
the sum of probabilities that the Class ES queue has at least
one packet to forward with service rate of µs and there is no
packet in Class CS in the stationary state, and this is given
by:
K3 X
K2
w X
X
Tes = µs
πw,x,0,z .
(11)

E[L]M Q =

TM Q = Tb + (1 − β)Tes .

P Les = 1 − Tes /λ1 ,

z=0

Similarly, the throughput of the controller (Tc ) for MQ is given
by the sum of probabilities that the controller has at least one
packet to forward with service rate of µc with the condition
that there is at least one packet temporarily buffered in the
internal buffer, and this is given by:
K3 X
K2
w XX
X

where TM Q is the throughput of MQ expressed as

(16)

In the following section, we will discuss the analytical
framework for buffer dimensioning in ME and MQ. The queue
overflow rates of each queue is approximated with an M/M/1
model to shed light on the different buffer sizing requirements
for ME and MQ.
V. B UFFER D IMENSIONING : ME VS . MQ
The concept of buffer dimensioning in queueing networks
is to determine the buffer size (K) for a given desired loss
probability, hence to ensure losses due to queueing are below
the desired loss probability. In SDN queuing networks, it is of
prime importance to provide no losses to control packets that
carry the updated flow table information.
The desired loss probability for the outgoing link is given in
bit error rate (BER), which is 10−12 for 1Gbps link according
to IEEE 802.3 standard [22]. In this paper, we use this value
of BER for buffer dimensioning.
For buffer dimensioning, the buffers are first assumed to
be an infinite queue, and the queue is truncated at some
finite integer K such that the desired loss probability is
achieved [23], [24]. The required buffer space is measured
in packets.

The minimum queue capacity for a switch (denoted by
Kmin ) can be approximated using an infinite queue model (i.e.
M/M/1 queue). However, losses in the queue are typically
expressed as Packet Error Ratio (P ER) while losses in
the outgoing links are expressed by BER. The relationship
between BER and P ER is given as:
P ER = 1 − (1 − BER)N ,

(17)

where N is the number of bits in the packet. In an M/M/1
queue, the probability that the queue length (L) exceeds Kmin
is given by Pr {L > Kmin } = ρKmin , where ρKmin is the
server utilization at the queue for given Kmin . The value of
Kmin is calculated as
Kmin ≥

log[P ER]
.
log[ρKmin ]

(18)

For ME, we assume that the switch queue is M/M/1.
The minimum capacity for the switch in ME is denoted by
(Kmin )M E which is the sum of K1 (i.e. minimum queue
capacity required for Class CS) and K2 (i.e. minimum queue
capacity required for Class ES) which are calculated using
Eq. (18) as:
K1 ≥

log[P ER]
,
log[ρcs ]

K2 ≥

log[P ER]
,
log[ρes ]

(19)

where ρcs and ρes are the server utilization at the Class CS and
Class ES queues of the switch, respectively, and are defined
as:
βλ1
λ1
ρcs =
,
ρes =
.
µs
µs

(Kmin )M E = K1 + K2 .

(20)

Likewise, for MQ, the minimum queue capacities for Class
CS, Class ES, and internal buffer of the switch are denoted
as K1 , K2 , and K3 , respectively, and can be calculated using
Eq. (18) as:
log[P ER]
log[P ER]
log[P ER]
, K2 ≥
, K3 ≥
, (21)
log[ρcs ]
log[ρes ]
log[ρib ]

where ρcs , ρes , and ρib are the server utilization at the Class
CS, Class ES, and internal buffer of the switch, respectively,
and are defined as:
ρcs =

βλ1
,
µs

ρes =

λ1
,
µs

ρib =

βλ1
.
µs

Therefore, the minimum queue capacity for the switch in MQ
is the sum of minimum queue capacity for Class CS, Class
ES and the internal buffer:
(Kmin )M Q = K1 + K2 + K3 .

In this section, we validate the queueing models for SDN
switches without internal buffering and with internal buffering
(i.e. ME and MQ) with discrete event simulation. The performance metric of interest in this paper is the average packet
transfer delay and packet loss rates. Further, we compare MQ
with ME to identify the benefits and trade-offs of using MQ
over ME.
The parameters used for analysis and simulation are shown
in Table III. From Table III, the table miss probability β is
varied from 0.1 to 1 to investigate the performance of the
switch in the presence of increasing traffic intensity while the
controller to switch packet processing rate ratio (mr ) is varied
from 0.1 to 2 to study different processing power that typically
exists between the switch and SDN controller.
The switch processing rate (µs ) is assumed to be 5000
packets/sec and the external arrival rate (λ1 ) is set to {480,
960, 1920} packets/sec that typify arrivals from a small
business premise [25] to a campus area network [13], [26]. We
assume an Ethernet network for which the BER is assumed as
10−12 , with TCP as the transport protocol giving a maximum
transmission unit (MTU) of 1500 bytes. Thus, the PER is
1.2 × 10−8 (using Eq. (17)).
To induce packet losses, we truncate the queue capacity of
Class ES (K2 ) in both ME and MQ to K22 while we use the
values of K1 and K3 based on the values determined via buffer
dimensioning (Section V) to protect the control packets from
being lost or dropped.
The simulations are repeated hundred times and the 95%
confidence intervals (CI) are computed on the basis that the
errors are normally distributed.
TABLE III
PARAMETER USED FOR N UMERICAL S IMULATION FOR BOTH ME AND MQ

Therefore, (Kmin )M E can be expressed as

K1 ≥

VI. R ESULTS

(22)

Parameter
Table miss probability, β
Switch processing rate, µs (packets/sec)
µc
), mr
Controller to Switch Processing Ratio ( µ
s
Arrival rate, λ1 (packets/sec)
Bit Error Rate, (BER)
MTU TCP packet size (byte)

Value
0.1∼1
5000
1
480, 960, 1920
10−12
1500

A. Validating queueing models ME & MQ
In this section, we validate the analytical result for ME and
MQ by comparing it with discrete event simulation result.
Fig. 4 and Fig. 5 shows the validation results for ME and
MQ respectively for increasing β for mr = 1. The trend of
linearly increasing average delay with increasing β from the
queueing models track the simulation models very well.
For the average transfer delay, both ME and MQ predictions
fall within the 95% CI (Fig. 4a and Fig. 5a) indicating that
the delay predicted by the models reflect that of the simulation strongly, however for packet error rate, the analytical
predictions drift out of the simulation 95% CI as β progresses
past 0.9 for ME (see Fig. 4b) and past 0.8 for MQ (see
Fig. 5b). This is caused by packet losses that may occur in the

(a)

(b)

Fig. 4. Validity of analysis with simulation for ME (a) Average packet transfer delay, and (b) Packet loss rate.

(a)

(b)

Fig. 5. Validity of analysis with simulation for MQ (a) Average packet transfer delay, and (b) Packet loss rate.

simulation which are not modelled in both ME and MQ. The
rare occurrence has negligible effect on delay, but noticeable
effect on packet loss rates especially with increasing packets
going up to the controller.
The error percentage between analysis and simulation predictions in Fig. 4a is below 1% while for MQ in Fig. 5a the
error is up to 2.8%. For average packet loss rate for ME and
MQ is below 6% as shown in Fig. 4b and Fig. 5b respectively.

The higher range of error in MQ is expected because the
computation of π distributions for non-homogenous QBD
processes is known to introduce inaccuracies [27].
B. ME vs. MQ
1) Relative Average Delay: In this section, we compare the
average packet transfer delay between MQ (denoted by tM Q
given earlier in Eq .13) and ME (denoted by tM E that appears

(a)

(b)

Fig. 6. Relative average (a) packet transfer delay, (b) packet loss rate between ME and MQ in % i.e. d for mr = 1 and increasing β

earlier in Eq .5). In this comparison, we are investigating the
effect of internal buffering in terms of average packet transfer
delay.
The relative average packet transfer delay (denoted by d )
between ME and MQ (both with finite capacity) is calculated
as:
(tM Q − tM E )
d =
× 100%.
tM E
A negative value of d indicates that MQ has lower average
delay for packets to travel in the network compared to ME.
Fig. 6a shows the relative average packet transfer delay
between MQ and ME for increasing β. From Fig. 6a, MQ
exhibits up to 30% reduction in average delay of the packet
compared to ME. As β increases, more packets are sent to
the controller for decisioning, and thus d decreases further.
Hence, the benefits of having an internal buffer become more
significant with increasing β.
The lower delay in MQ is because with the buffering of
packets in the switch’s internal buffer of MQ, the switch sends
a smaller sized message to the controller as compared to ME.
As a result, the packet-in messages in MQ are processed faster
than that of ME. This shows the benefit of utilizing a switch
with internal buffer over a switch without internal buffer, i.e.
reducing the average delay of the packets traversing the SDN
switch.
2) Packet Loss Rate: In this section, we compare the packet
loss rate between ME (denoted by P LM E as in Eq. (8)) and
MQ (denoted by P LM Q as in Eq. (16)). In this comparison,
we are investigating the effects of packet loss probability in
the switch with and without internal buffer, computed as

P L =

(P LM Q − P LM E )
× 100%.
P LM E

Fig. 6b shows the relative average packet transfer delay
between MQ and ME for increasing β. From Fig. 6b, we can
observe that MQ exhibits up to 6% reduction in average packet
loss rate compared to ME. This result shows that for increasing
β the internal buffer absorbs the increased packets sent from
the switch to the controller and decreases the loss rate.
C. Relative Minimum Capacity
In this section, we compute the relative minimum capacity
between MQ and ME denoted as K which is defined as,
K =

(Kmin )MQ − (Kmin )ME
× 100%.
(Kmin )ME

A positive value of K means MQ requires more capacity than
ME, while a negative value implies MQ requiring less capacity
than ME.
Fig. 7 shows the K curve for increasing β. From Fig. 7,
we see that MQ requires up to 50% more buffer capacity than
ME for increasing table miss probabilities. This is because
the switch in MQ requires extra internal buffer to temporarily
store packets going to the controller. This result shows the
trade-off of using a switch with internal buffer over a switch
without internal buffer and is expected to be useful for switch
designers in balancing costs and meeting quality of service
requirements for a switch.
VII. C ONCLUSION
In this study, we proposed the queueing model for the switch
with internal buffer (MQ) and compared it with the switch

Fig. 7. Relative Kmin between ME and MQ in % i.e. K for increasing β

without internal buffer (ME). From the comparison, we were
able to identify the benefit and trade-off of using internal buffer
over without using the internal buffer. The summary of our
analysis is as follows:
a) switch with internal buffer reduces the average delay by
30% and packet loss rate by 7% of the packets in SDN;
b) while this benefit comes at the trade-off of 50% extra
switch buffer capacity required.
Future work would consider the costs of memory and balancing it with the costs of meeting QoS requirements based on
the analytical predictions given by the models in this paper.
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