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Deep packet inspection (DPI) examines packet payloads to search for signatures of network
applications, signs of intrusions, and leaks of sensitive information. It has been applied to broad applications
related to content-aware policy control, as well as network security monitoring and network management of
Internet traffic. It remains a challenge to (1) combine protocol parsing and contexts to precisely interpret the
results of DPI, (2) analyze packet payloads while preserving the privacy of their content, (3) operate the high
speeds of broadband links, (4) conduct content-aware policy control, network planning and network
management, (5) combat evasion techniques to keep DPI effective, and (6) implement scalable algorithms
and architectures to address the above issues. This special issue aims to bring together the state-of-the-art
studies done by researchers and practitioners in respect to an extensive range of topics about DPI for
network communications. The topics of interest include, but are not limited to the following:
 Protocol parsing and semantic analysis for network applications
 Privacy and utility preservation for DPI
 Content-aware policy control, network planning and network management






High-speed hardware or multi-core assisted DPI at or above 10 Gbps
Network traffic classification and application identification with DPI
Network intrusion detection/prevention with DPI
Network forensics and behavior analysis with DPI
Scalable pattern matching algorithms for DPI






Anti-evasion methods for DPI
Data leak prevention with DPI
Benchmark and testing methodologies of network devices with DPI
Automatic signature generation for DPI
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