Computer Network Experiments, Spring 2010
Instructor: Prof. Ying-Dar Lin, ydlin@cs.nctu.edu.tw
www.cs.nctu.edu.tw/~ydlin

Course Objective:

This undergraduate course aims to reinforce the knowledge and skills taught in the traditional
computer network courses. A series of experiments are designed to get students well exposed to the
protocol issues ranging from the overall networking hardware and software architectures, adaptor
and protocol drivers, LAN MAC protocols, TCP/IP protocol suite, to planning and configuration of
LAN and WAN.

Experiments are to be done by 2-person teams. Each team needs to conduct 6 experiments
where 3 of them are pre-selected (see * in the list below) and 3 are chosen by students. For each
experiment report and presentation, the student in charge of writing up the report receives up to 18
points, while his/her teammate receives up to 9 points, thus the 6 experiment reports account for 81
points, i.e. 3x18+3x9.. The report should cover experiment records and problem discussions.
Students need to present their experiment reports within 3 weeks after the lecture of the experiment.
Each in-class presentation is allocated 15 minutes. At the end of the semester, a hands-on
individual (not in a team) quiz accounts for 19 points. In the hands-on quiz, the TA picks 3
questions, on the experiments a student has done, for the student to operate and explain on the
computer or testbed. A mail alias, cne09@speed.cis.nctu.edu.tw, is established to facilitate the
after-class discussions.

Pre-requisite: Computer Networks (undergraduate) or equivalent
Textbook: +h@:f, FE B praF %, <~ Jwik, 9/2007.
Course homepage: http.//www.ms.nctu.edu.tw/~ydIin/course/cn/exp/index.html

Grade: 81% for 6 reports and presentations (3x18+3x9=81), 19% for hands-on quiz.
Lecture: 10:10AM-12:00NN Tue. at ED117 (3:40-4:30PM Thur. shifted to 12-1PM Tue.)

Student Presentations: 12:00-1:00PM Tue. (if any)

List of Experiments

I. Access Devices
1. Eﬁ*@‘ﬁﬁﬁ%@ﬁ%ﬁ (Preparing LAN wiring)
2. fﬁf}‘“ o =R ST M (Observing and analyzing protocols)
3. * Linux sl {75 EAE 1% (Tracing Linux network protocol drivers)
4. Linux 4'“ﬁ=}1@‘u} lﬁkﬂ Vl?s?“i’é?@%& (Setting and observing Linux subnetting)
5. 5 /7 T TV, AR (Simulating MAC protocols)

I1. Core Devices
6. FEEIHEN ﬁérﬁ%{ (Confiquring IP routers)

7.* Linux mé‘,EHE‘ J/@FE sE1%%- (Building and tracing LinuX routers)
8. AfEE A - B ”%‘%’?fﬂﬁmﬁtﬁ (Probing Internet: path, latency, and traffic statistics
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I, Edge Devices

9. @5 "ﬁf}" "= WiiFidy (Building network security gateways)

10. I'] Llnux #l% Internet/Intranet | m &y (Building Internet/intranet servers)

11. i Lg[ B’ﬁﬁﬂﬁ = 1[[7&"?] ?, fiJ/ﬁB[JF m IB&y (Building anti-virus and anti-spam gateways)

12. ﬁig" G IEH{F'UWH T’q&fﬁbﬂfé'ﬁﬁﬂﬂﬁﬁg[-ﬁﬁ (Building intrusion detection/prevention

qateways and vulnerability assessment systems)

IV. Device Testing
13. if[l E SmartBits < JH[Zk Layer 2/3 & a3 (Testing Layer2/3 switches with Smartbits)




