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[ - Capturing - Wireshark

File Edit View Go Capture Analyze Statistics Telephon! Tools Help

Filter:

-

Expression... Clear Apply

XZala¢e»T2/([ER QP #DB%| O

[E=8 ECE =3

No. . Time

24 2.439870
25 2.482822
26 2.501212

\ 27 2.681611

28 2.681677
29 2.681843
30 2.706198
31 2.853005
32 2.911769
33 2.919398
34 3.121765

Source

192.168.11.2
74.125.153.101
192.168.11.2
74.125.19.101
192.168.11.2
192.168.11.2
/74.125.153.101
74.125.19.101
192.168.11.2
74.125.19.101
192.168.11.2

Destination

74.125.153.101
192.168.11.2
74.125.19.101
192.168.11.2
74.125.19.101
74.125.19.101
192.168.11.2
192.168.11.2
74.125.153.101
192.168.11.2
74.125.19.101

HTTP

TCP
TCP
HTTP
TCP

<[

n

O0E & &

Content-Encoding: gzip\r\n
Date: Thu, 27 May 2010 07:34:29 GMT\r\n
Server: AutoFill Server\r\n

Cache-Control: private, x-gzip-ok=""\r\n
= Content-Length: 67\r\n

»

POST /thproxy/af/query HTTP/1.1 (text/plair
http > 57532 [ACK] Seqg=1 Ack=1165 Win=62920
58057 > http [SYN] Seq=0 Win=8192 Len=0 MSS:
http > 58057 [SYN, ACK] Seq=0 Ack=1 Win=572(
58057 > http [ACK] Seq=1 Ack=1 Win=64350 Ler
GET /csi?v=3&s=dictionary&action=_&srt=276&ti
HTTP/X! HTTP/1.1 200 OK

http > 58057 [ACK] Seq=1 Ack=437 Win=6432 L
57532 > http [ACK] Seq=1165 Ack=270 Win=630(
HTTP/1.1 204 No Content
58057 > http [ACK] Seq=437 Ack=216 Win=6413' .

3

= Frame 30 (323 bytes on wire, 323 bytes captured) o

Ethernet II, Src: Buffalo_91:40:38 (00:1d:73:91:40:38), Dst: AsustekC_72:76:05 (00:1e:8c:72:76:05)
Internet Protocol, Src: 74.125.153.101 (74.125.153.101), Dst: 192.168.11.2 (192.168.11.2)

Transmission Control Protocol, Src Port: http (80), Dst Port: 57532 (57532), Seq: 1, Ack: 1165, Len: 269
Hypertext Transfer Protocol
N @ HTTP/1.1 200 OK\r\n
Content-Type: text/xml; charset=utf-8\r\n

m

0000
0010

0030
0040
(ICTUN 9 70 65
0060 8

/

(]
Frame (323 bytes) | Uncompressed entity body (125 bytes) |

73 91 40 38
84 b2 4a 7d
e8 16 6a 2f

54 50 2f 31
6T 6e 74 65
74 2f 78 6d

/] (] o

ype

I SV
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00 OK..C ontent-

tex t/xml;

»

|

O| Frame (frame), 323 bytes

| Packets: 816 Displayed: 816 Marked: 0

Profile: Default
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Lab 3 Linux

na

S T e

—Q‘ﬁ SRR
—1

Tﬁéﬁs‘fﬂﬁw BEIZ I
* HefdE ﬂ&%@? Wb
B E’ﬁﬂ‘»& HAEC o A IEAH AR ERE

int ip_fragment(struct sk_buff ==skb, int (xoutput)(struct sk_buff =)1)
Add log €

printk(KERN_INFO "ip_output.c: ip_fragment()"):
message struct iphdr =iph:

) int raw = 0

for tracing int ptr;
struct net_device =dew:
struct sk_buff ==khi:

unsigned int mtu, hlen, left, len, 1ll_rs, pad:
int offset:

__belt not_last_frag:

struct rtable =rt = skb_rtablei(skb):
int err = 0




| H
N
ARt

iﬂjéﬂ E?UZ DXA
(1/2)

T fEsubnetZE{E R HE Einetmaskiy
« S IEARP-Proxy
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Lab 4 Linux—%

(;sz

Ping 172.16.129.1 Forwaard
= I = [ = O
B etho A  etht c

172.16.1.1116 172.16.1.254/124  172.16.129.254/24 172.16.129.1/16

| root@localhost |7 arp —i ethd —Ds 172.16.129.1 ethd pub
T = —i ethl D= 172.16.1.1 ethl pub

HWtvpe HWaddress Flags Mask

* MP

1’ lF'J 1.1 -
MP

o

172.16.129.1

ARP cache 6
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| root@localhost ~|% tepdump —n arp
tcpdump: verbose output suppressed. use —v or —vv for full protocol decode
listening on ethd, link—tvpe ENIOME (Ethernet). capture size 63333 bvtes
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LTT09E  ARP,
R4V ARP,
LHTA055
9748091
JTH1T2]
91501
L3R
L0456
LB00907T
LB04034

ARF,
ARP,
ARF.
ARF.
ARF,
ARF,
ARF.
ARF,

Fequest who—has 172.16.1.254 tell 172.16.1.1, length 46
Feply 172.16.1.254 is—at OE:00:27:12:10:b9, length =
Fequest who—has 172.16.1.1 tell 172.16.1.2554, length &8
Reply 172.16.1.1 is—at 085:00:27:a0:19:35, length 46
Fequest who—has 172.16.129.254 tell 172.16.1.1. length 46
Feply 172.16.129.254 is—at 08:00:27:12:10:b9,. length 28
Fequest who-has 172.16.129.1 tell 172.16.1.1., length 46
Reply 172.16.129.1 is—at O5:00:27:12:10:b5, length 28
Fequest who—has 172.16.1.1 tell 172.16.1.554, length &8
Feply 172.16.1.1 is—at 085:00:27:a0:19:35, length 46

Snapshot of tcpdump
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INCTUnsZE 17 = wireless AP A router/switch
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Wireless scenario (AP) Wired scenario (Switch)
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. §§_ TL—& router PR ARG FE L

o ZFTE static routing {HA[H] subnet HYE
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A
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| . Routing Table for Routerl |E|
Type  Network Port Next Hop IP Metric Static
140.113.120.0/24  FastEtherneto/1 0/0
140.113.122.0/24  FastEthernet0/0 0/0 routlng
op-2 140.113.121.0/24 - 140.113.120.1 1/0

140.113.123.0/24 - 140.113.120.3 1/0
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Router>enable

Bouterfconfigure

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CHNILSZ.
Bouter (config) finterface fastEthernet 00

55.0

Pl

Bouter (config-if) f#ip address 140.113.121.1 Z55_255.
Bouter (config-if) fexit
Bouter (config) #ip route 140.113.123.0 255_255_255.0 140.113.1:20_.3

* Set IP address and add static routing

11
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» £ kernel §17][1_I= kdb HY patch

« [ FHkdbiEHT kernel function
» 3% JE quagga .~ static routing &z RIP

Entering kdb (current=0xc0769e80, pid 0) on processor 0 due to Keyboard Entry
[01kdb> bp ip_ri_ioctl

Instruction(i) BP #0 at Oxc0509960 (ip_rt_ioctl)

iz enabled globally ad just 1Kaddr at 00000000c@509960, hardtype=0, forcehuw=0
» installed=0, hard=c08bb818

[01kdb> go

Set breakpoint
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rootFubuntu:™# route del default

ae < i

Instruction(i) breakpoint #0 at O0xc0509960 (ad justed)

DxcO509960

ip_rt_ioctl:

> 1

1=

He (2/2)

Entering kdb (current=0xf01657f0, pid 836) on processor 0 due to Breakpoint @ 0x

[01kdb> ssh

Bxc0509961
Bxc0509963
Bxc0509969
Bxc050996f
Bxc0509975
Bxc0509978
BxcO50997a
Bxc0509980
Bxc0509983
Bxc0509986
Bxc0509988
Bxc050998b
Bxc0509984
Bxc0509990
Bxc0509995

ip_rt_ioctl+0x1:
ip_rt_ioctl+0x3:
ip_rt_ioctl+0x9:
ip_rt_ioctl+0xf:

ip_rt_ioctl+0x15:
ip_rt_ioctl+0x18:
ip_rt_ioctl+0xla:
ip_rt_ioctl]l+0x20:
ip_rt_ioctl+0x23:
ip_rt_ioctl+0x26:
ip_rt_ioctl+0x28:
ip_rt_ioctl+0xZ2b:
ip_rt_ioctl+0x2d:
ip_rt_ioctl+0x30:
ip_rt_ioctl+0x35:

“esp,~ebp

S0xd0,xesp
“eax,0xfffffr40C2ebp)
“gs:0x14,zeax
“eax,0xfffffrffoCzebpl
YEAX MEAX
Oxffff?6f50xedx), zeax
S0x1,xeax

webx ,0xFEFFfFFf4 (zebp)
zedx,zebx
“esi,0xffFfffr8 Czebp)
“ECX,”Eesi
“edi,0xfffffffc(zebp)
Soxffffffea,xedi
0xcO5099b0 ip_rt_ioctl+0x50

* Trigger break point function
* trace its execution flow
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File Edt Option: View Map: Tools Melp

Tesk to waw. visushware.com v | Y Trace uepksl w%P Analysis More Tools... .

@ www visuatware.com (205.234.11... E3)

O Start @& Tools . | Run once vl @B B X © ¢ More.,
: o0

Routing path
with RTT

-3.corelashlhenet
725252848 .
Nework  Humane tiecnc ine | Information of
Location Ashbum, VA USA
Loss 0% d
RIT 111.3ms / 115ms /107ms | a no e
(avg. max min)
Clkck for took

VisualRoute 14
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Traffic filters
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Network topology of NCTU

Craph 2 Color Filter

|udp

Graph3 Color Filter:

Jazp

w ||| Pixels per tick:

TCP
UDp
ARP
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Lab 9

*

* ) openvpn

iptable rule for
dropping packet

rootfubuntw:
rootfubuntw:

hain
pkts

INFUT
bytes

¢

=1
4

(1]

R 27 2

na

* iptables #:/E
i H squid %5 http 4R

i

L1/ site-to-site vpn

“# iptables -A FORWARD -4 140.113.88.160 -0 eth® - j DROP

“# iptables -L -u
(policy ACCEPT 158 packets, 49432 bytes)
target prot opt in out Z0Urce

FORWARD (policy ACCEPT 0 packets, 0 bytes)

bytes

target prot opt in out Z0Urce

0 DROFP all - any etho anywhere

OUTPUT (policy ACCEPT 10 packets, 728 bytes)
bytes target prot opt in out Z0Urce

=

(1/2)

[my/gn|

destination

destination

140.113.88.1

destination
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* Squid ACL rules

EEE

i

— aclEXEFileurlpath_regex/*.exe

— http_access deny EXEFile

\_’_.

=

e (2/2)

— acl Badsite url_regex dstdomain www.sex.com

— http_access deny Badsite



http://www.sex.com/

Lab 10 D/ LinuxZEZ%Internet/Intranet
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« Z13\Web Server (Apache/PHP/M

il Firefo:
HED FMEE BREW AE G JBEE IROD #HRW

@- - & 0 [ brp127.0.0.10estlph <] ® [

i@l Catest Release Notes || Fedora Project || Fedora Weekly News | Community Support
MySQL and PHP work

7

e ey

ySQL)

Local

address

Test for PHP & MySQL

| ==ht

» ZEZZMail Server (Qmail)

o

. 1 A T T NEDT POl
May 14 09:11:15 localbost sendmil| 28797 | odEISNMIGETO Srom-lumdlocalhost. size=31. class=0, nrcpts=]
S e n d e r ] S — ol L i e TN T T O o @ L0 | host  localdomine, protosSMIT. dacmon=MTA. relayslocalbost.local

feTri22ldhotmil .com. ctladdr=lvmdlocal
ri=l 20030, relayem?. hotmeil .com. [63.55.9

i st . localdomins Quewed mail for deliver

Recei ver il

Mail log 18
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2825 FTP server (vsftpd)

Z8=% Samba server

Internet/Intranet

(2/2)

! tony (hrh® nbuntn? server (Samba, Ubunin) (140.1132 88 167))
EEER REE @R #EEEW IR S

Qt=- ) ¥ Pumm (- wex [ @ EeEAsEl

FEHED) | L W40.112.88 16 Pony

BREHFHFEIE
) ELTHETERE
&N DS E R R RS

HibivE
:i 140.11288 167

’J FTP
1
’J OLD
1
I’:J temp
1

Files in samba server

19
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o LA TE Postfix, Amavisd-new, SpamAssassin,
A1 ClamAV

* FEEEIF R

Return-Path: <vt2@nctuswimteam. twbbs. org>
X-0Original-To: vt@mailshead. twbbs. org
Delivered-To: vt@mailshead. twbbs. org
Received: from ShEaD. Dorml3. NCTU. edu. tw (localhost [127.0.0.1])
by mailshead. twbbs. org (Postfix) with ESMTP id 295CF7314E
tnr <viilmai lshead twhhe are™>- Man 24 May 2010 01-58-17 L0ORO0 (CST)Y
X-Quarantine-ID: <VoGf3aiQTOms>
X-Virus-Scanned: amavisd-new at twbbs. org
X-Spam-Flag: YES
X-Spam-Score: 1005. 793
K‘SDEN_LETEI & 4 . Ekdkkkk FRdkEdkkkdk Rk kokk
X-Spam-Status: Yes, score=1005. 793 t above=-999 required=6

Score of SpamAssassin
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A W alll
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x-spam-type=original;
: tilename="message'

nctu. edu. tw [192. 168. 3. 11)
_, 1TP id 1CA2 AllUU EB
N Ei I1.'|:'J []1[' ‘lr} r_ ;Ll ‘URUU 'EST'
JHT [127.0.0. 11
ESNTP id 1ADUU11 00F4
. 24 May 2010 18:09:59 +0800 (CST)
..._ﬂ1| W
ntains virus; Eicar-Test-Signature
tw 'l1L| U Ay e _
| (Mai J.nctu. edu tw [127.0.0. 1]) (amavisd-new, port 10024)
cdorm13. nctu. edu. tw>:

u. edu. tw [192.168. 1. 11
-||TI SMTP id .J-rL?LI 1”-‘&.!'-1‘
I " "'|-‘1J _'||]|| ] '|||:| ':r' |:|E1|:||:| IE-‘E-T

Virus detected by ClamAV
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* [ ## bridge FHjE e 21A] ZE 1T bridge
e FK snort rule FZ=

~

* rejecttcp any any -> 192.168.1.21 22
(sid:1001; content:"/bin/sh"; msg:"Possible
SSH buffer overflow"; )
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o KIIFHAST IIH[Z Layer2 switch

i SR - AST IT

File Edit Wiew Zmartbitz Test Results Help

Test Setup |Frame Setup | Options | Card Setup | Frame Loss Rate
Test Type:
~Tegt————————————— —Addreses
Durstion———————————
’7 Seconds: IlD I™ Eendom
Addresses |
Per Port I1 =
Humber Of |1 \ 100 g
10.00 %
~1. Frame djze —— -2 Qurst Sgp 20 ’
Size: [4 | s [ = 30.00 %
Oversize:  |1523 = o0 50.00 %
. (r]
Undersize: |53 ﬁ A0 /,
Traffic Distributi \ 70.00 %
- ic Distribution a0 &
Transmitter Receiver \ I o2
Fart0 ~ [Pon =50.00 %
Portl — |Portl ]
Fort2 Fart 2 e Ty Ry
Port 3 Port3 o [ [ [ [}
Porta Partd -k B B OE
Port5 Port 5 M
Poig Pt Ports Forwarding test
Port? ¥ |Port?
Resula Configurations

For Help, press F1

AST Il 23
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o KlI|FHSmartFlow H|z{Layer3 router

w5 PR - SmariFlow.

File Edit WView Action getup Eun Tools Eesults Help

O e | < NE| ) = 7 Frames
= Cards | IPv Networks | IPv6 | WAN | ATM |
[ Setupand Run |
General | Results |
I Global test options
1 v Stop on error Record st
[ Allow jumbo frame transmission ]&t_elay_ befo
[T Check receive data integrity exror B 1 A :
% [~ Treck DUT padded frames E:dhg:_;";t 120000 e e ot =1U uSec
Stagger start (mSec) : 0 10000—="| 1 7 7 LA <=100 uSec
% Randoim s aonoo =T AT ’_,-"' pr—— <=500 uSec
[ Full-mesh/PortNadr test with > 64K —~17 e e <=1000 uSec
streams (TeraldeNgos-based cards) Skl 1f 60000 —= T - ’
Adwanced A L~ <=5000 uSec
5 e 10000 uSec
1@) MPLE festing 20000 4= =5DD|]D uSec
LSP setup timer (Sec) - 30 0 0 =1DUDDD uSec a2
4 = < < o'
@ Packet rate o E & 5 \)0“‘9
) = = = = ¥
[T Displayr TR packet rate pig port = (=2 —
o [n)
) Stepwize execution and debugging E'q) = =]
< - s = 5
i 0y
e f Groups & Flows
= = "
= N\ Latency distribution test
O
Results |

For Help, press F1

Configurations

24



