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Al: Injection
A2: Cross-Site Scripting (XSS)
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Metric Group Factors

Base Finding Group * Technical Impact (TI)

* Acquired Privilege (AP)

* Acquired Privilege Layer (AL)

* Internal Control Effectiveness (I1C)
* Finding Confidence (FC)

Attack Surface Group * Required Privilege (RP)

* Required Privilege Layer (RL)
* Access Vector (AV)

* Authentication Strength (AS)
* Authentication Instances (Al)
* Level of Interaction (IN)

* Deployment Scope (SC)

Environmental Group * Business Impact (BI)

* Likelihood of Discovery (DI)

* Likelihood of Exploit (EX)

* External Control Effectiveness (EC)
* Remediation Effort (RE)

* Prevalence (P)

+
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CVSS CWSS

Confidentiality Impact (C), Integrity | Technical Impact
Impact (l), Availability Impact (A),
Security Requirements (CR, IR, AR),

Collateral Damage Potential (CDP)

Access  Complexity  (AC), Target | Deployment Scope

Distribution (TD)

Access Vector (AV) Access Vector

Access Complexity (AC) Required Privilege Level
N/A Authentication Strength
Authentication (Au) Authentication Instances
N/A Likelihood of Discovery
N/A Likelihood of Exploit
Access Complexity (AC) Interaction Requirements

Access Complexity (AC), Remediation | Internal Control Effectiveness (IC)

Level (RL)

Access Complexity (AC) External Control Effectiveness
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(EC)
Report Confidence (RC) Finding Confidence
N/A Remediation Effort (RE)
Exploitability (E) N/A
Target Distribution (TD) N/A
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" OR "#{rnum}'="#{rnum}'--"
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"T5200R%20"#{rnum} ' 530" #{rnum}"
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