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% 1-APT £ 18 s # v i

APT Attacks Traditional Attacks
Persistent Yes No
Targeted Yes No
Planned Yes No
Custom exploits Yes No
Hidden Yes No
Motivation Collect benefit information and i
e Variable
Exfiltration
Target Individuals, Enterprise, or .
. Unspecified
Government Organization
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Attributes | Execute | Fast . Example
) Information | Overhead

Methods File /Slow Tools
Static Analysis No Fast General Low ClamAvV
Behavior Analysis Yes Slow General High ViCheck.ca
Reverse Engineering Partial Slow Detailed High XecScan
2.2 154 %
ClamAvV

ClamAV[3] & # it & ’}’? i & 1B st 2 R4sag e ClamAV m;g;* E=3
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LibClamAV debug: cli_magic_scandesc: at line 2449

LibClamAV debug: cli_pdf: returning 1

LibClamAV debug: FP SIGNATURE: 2a42bf17393c3caaab63ab6dldade9c93:828744:PDF.Exploit.CVE 2013 0
640

LibClamAV debug: cli magic scandesc: returning 1 at line 2449

-2013-0640 PDF 2A42BF17393C3CAAA663A6D1DADE9C93 Mandiant.pdf: PDF.Exploit.CVE 2013 0640

returning 1

LibClamAV debug: Cleaning up phishcheck
LibClamAV debug: Freeing phishcheck struct
LibClamAV debug: Phishcheck cleaned up
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Result: MS Office Exploit RTF MSCOMCTL.OCX RCE CVE-2012-0158
Confidence: 100
Scan hits: 14

Embedded Executable:

XOR encryption: Yes

Bitwise ROL cipher: No

Replacement cipher: No
Mathematical substitution cipher: No

Search type: genexploit

Matching: full

Key Length: 1 bytes

Key Unique Sum: 191 More

Key Location: @0 bytes

Key Accuracy: 100.00%

Fuzzy Errors: 0

File XOR Offset: @0 bytes

XOR Key normalized hash: ¢9f9d7dd806cf4122041837a80f47c64 More

0x [bf]
XOR Key: £

Detected entities:
MS Office Exploit RTF MSCOMCTL.OCX RCE CVE-2012-0158 show hexdump

MS Office Exploit RTF MSCOMCTL.OCX RCE CVE-2012-0158 show hexdump

MS Office Exploit RTF MSCOMCTL.OCX RCE CVE-2012-0158 show hexdump
Shellcode detected at 209497 397 bytes [ ] show hexdump

P e T P L T T U P P A Ao P PR L e V% BT
Embedded Executable: user32.dll [256184] show hexdump

Embedded Executable: CreateFileA [256594] show hexdump

Embedded Executable: CloseHandle [256720] show hexdump

Embedded Executable: KERNEL32 [256772] show hexdump

Embedded Executable: GetCommandLineA [257006] show hexdump

Embedded Executable: ExitProcess [257038] show hexdump

Embedded Executable: GetProcAddress [257452] show hexdump

Embedded Executable: LoadLibraryA [257470] show hexdump
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%HOMEDRIVE%:\Recycler0b56.ump

Powered By Xecure Lab (http:/lwww.xecure-lab.com), 2013
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CVE Number | File Type | # Samples Product Vulnerability
Adobe Reader PDF LibTiff
CVE-2010-0188 PDF 48 Acrobat Reader
Integer Overflow
Acrobat Adobe CoolType SING
CVE-2010-2883 PDF 24
& Acrobat Reader | Table Stack Overflow
) ) MS Office 2010 RTF
CVE-2010-3333 RTF 52 Microsoft Office
Header Stack Overflow
Acrobat Adobe Reader U3D
CVE-2011-2462 PDF 25 ]
& Acrobat Reader | Memory Corruption
] ] Stack Buffer Overflow in
CVE-2012-0158 RTF 131 Microsoft Office
MSCOMCTL.OCX
Acrobat Adobe Reader Unspecified
CVE-2013-0640 PDF 20
& Acrobat Reader | Buffer Overflow
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File: 151-CVE-2012-0158_5385D35CC4C3AEB9F41F396BF6CID353.rtf

File size: 197337 bytes

File type: ASCII text, with very long lines, with CRLF, CR, LF line terminators

MD5: 5385d35cc4c3aeb9f41f396bf6c9d353

SHA1: dcce59aa7cec7f6d1f6096c45d479c8afcf177b4g

SHA256: 1f82c155a54fac0ea8ebb3704b6355d3bde7c89e50d22e49151b22d5c109db59
SSDEEP:
768:VFftvBoYjfIg2Xa8cbB2IcFu2WQvpz6ssDIfnvCzdEPH1rnV/yjmIDenwopx0/:jtvOjfIra/bSmWFsOnv
JHirmV/yjmIv/

Reported: 2013-08-23 03:05:48

Detection engine: 213

Result: MS Office Exploit RTF MSCOMCTL.OCX RCE CVE-2012-0158

Confidence: 100
Scan hits: 14 ’
Embedded Executable:

XOR encryption: Yes

Bitwise ROL cipher: No

Replacement cipher: No
Mathematical substitution cipher: No

Search type: genexploit

Matching: full

Key Length: 1 bytes

Key Unique Sum: 191 More

Key Location: @0 bytes

Key Accuracy: 100.00%

Fuzzy Errors: O

File XOR Offset: @0 bytes

XOR Key normalized hash: c9fod7dd806cf4122041837a80f47c64 Maore

0x [bf]
XOR Key: 4
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ClamAV ViCheck.ca Xecure

= Benign = Malicious
105/300 256/300 252/300
35% 85.3% 84%
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Tools .
] ClamAV ViCheck.ca XecScan
File format
PDF File 49.6% 81.2% 62.4%
RTF File 25.7% 88.0% 97.8%
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Tools )
ClamAvV ViCheck.ca XecScan
Executable
Embedded Executable 26.6% 88.9% 96.1%
Download Executable 53.8% 77.4% 89.2%




gtk > A CVE-2011-2462 :n APT A 7 » F 7 ° ‘f 7 ViCheck.ca it = #
Wk s Hees Y Ror 2L E AR R 0 s - CVE-2011-2462
8w T H i R & eh ViCheck.ca 37 £ B % 0 HF IR FIF i AL APT 4R *
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PDF Exploit U3D CVE-2011-2462 A [ FlateDecode ] show hexdump

PDF Javascript heap spray shellcode [ FlateDecode | FlateDecode ] show hexdump
Javascript obfuscation using String.replace [ FlateDecode | show hexdump
Javascript obfuscation using substr [ FlateDecode ] show hexdump

Javascript obfuscation using substring|[ FlateDecode ]|show hexdump
Javascript obfuscation using unescape|[ FlateDecode ]|show hexdump
Javascript obfuscation using unescape|[ FlateDecode ]|show hexdump
Javascript obfuscation using unescape|[ FlateDecode ]|show hexdump

[
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[
Javascript obfuscation using unescape|[ FlateDecode ]|show hexdump

PDF Exploit U3D CVE-2011-2462 A [ FlateDecode ] show hexdump

PDF Javascript heap spray shellcode [ FlateDecode | ASCIIHexDecode ] show hexdump
Javascript obfuscation using substr [ F v hexdump
Javascript obfuscation using substring [ FlateDecode | ASCIIHexDecode ] [ghow hexdump
Javascript obfuscation using unescapg [ FlateDecode | ASCIIHexDecode ] ghow hexdump
Javascript obfuscation using unescap#g [ FlateDecode | ASCIIHexDecode ] fhow hexdump
Javascript obfuscation using unescapg [ FlateDecode | ASCIIHexDecode ] ghow hexdump
Javascript obfuscation using unescap#g [ FlateDecode | ASCIIHexDecode ] fhow hexdump
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