1001
TEL 03 5712121 EXT. 56667
E-MAIL sywen@cis.nctu.edu.tw cwjan@cis.nctu.edu.tw ydlin@cis.nctu.edu.tw

ORINOCO IBSS

NAT DHCP

WLAN AccessPoint AP



WirelessLAN, WLAN |[EEE 802.11b 1999
11Mbps
Access Point, AP
AP
open source
AP
AP
NAT Network Address Translation DHCP
Dynamic Host Configuration Protocol server PPPoE Point-to-Point over Ethernet
client Mobile IP VPN Virtua Private Network  802.1x RADIUS Access
Control Firewall
WLAN
AP
WLAN
1 2 WLAN



ot B 35:' [

e ';'.ETE. o (855
gerit

1.Ad-hoc mode

8 eh
2% I;‘b.?"!

<
N a® =

LB

nCE o u“il'p".'z

pelis
ey M
st ™ g = e SE e

il

Eﬂ'&ﬂdeﬁ E'E.N

2. Infrastructure mode

Ad-hoc mode
Independent Basic Service Set  IBSS Infrastructure mode
AP AP

Basic Service Set BSS BSSID BSS AP MAC
BSS AP Distribution System DS
Extended Service Set ESS ESSID ESS
ESSID BSS ESS
mode Ad-hoc mode IBSS
Clientl Client2 Clinetl
Clinet2 Infrastructure mode BSS Clientl



Client2

AP

D Authentication
AP
Authentication
BSS AP

2 Association

Association
ESSID
Reassociation

Disassociation

(©)) Datatransmission

(4 Power saving mode, PS

AP BSS

AP

buffer

Reassociation

AP AP

Infrastructure mode

Deauthentication

AP
BSS

Deauthentication

BSS AP
Roaming
AP

BSS AP

AP

AP

wake up

Client2

BSS

Disassociation

BSS

AP

BSS

AP



2.1

AP
PCMCIA
PCMCIA USB
PCMCIA PCMCIA PCI
PCMCIA ISA
AP
AP
AP Agere! ORINOCO AP
AP chipset
firmware driver
AP AP
AP AP
AP
ORINOCO AP ORINOCO AP
ORINOCO AP —
AP ORINOCO
! Agere  Proxim Agere  Wireless LAN Equipment Business

ORINOCO Proxim Agere  ORINOCO



AP

— IBSS mode
AP
ORiINOCO IBSS

ad-hoc mode service set AP

ORINOCO 6.04

BSD (1]
ORINOCO
WLAN
AP Infrastructure mode AP AP
Ad-hoc mode
NAT servise set
— IBSS mode

> IBM ThinkPad 570E CPU Intel Mobile PentiumlIll 500MHz RAM 64MB

> ORINOCO PC Card  Gold

> D-Link DFE650T X

> NetBSD 1.6
2.2. AP

AP
NAT DHCP server
service set
NetBSD kernel
conpile



1)

)

©)

4

NetBSD

[4]

http://residence.educities.edu.tw/rxghome/netbsd/guide.html

ftp://ftp.tw.netbsd.org/NetBSD/NetBSD-1.6/source/sets/syssrc.tgz

# gzip -dc syssrc.tgz| (cd /; tar xvf -)

# cd /sys/arch/i386/conf

# cp GENERIC MYKERNEL
MY KERNEL

cbb* at pci? Dev ? function ?

cardslot* at cbb?

cardbus* at cardslot?

pcmcia*  at cardslot?

3 wi

# config MYKERNEL

#cd ../compile/MYKERNEL

# make depend; make

# mv /netbsd /netbsd.old

# mv netbsd /

# reboot

ne2

wil

L

pcmcial

¥

cardslot0

ORiINOCO

140.113.179.66



IP

)

©)

AP

1)

2

140.113.179.254 default gateway

/etclifconfig.ne2

140.113.179.66 netmask Oxffffff00

/etc/mygate
140.113.179.254
DNS
/etc/resolv.conf

nameserver 140.113.1.1

192.168.0.1

ESSID

[/root/wireless.sh
wiconfigwiO -f11-p1-c1
ifconfig wiO nwid bsdAP

ifconfig wi0 192.168.0.1 netmask Oxffffff00

-f channel
1 infrastructure mode
-C
0
# chmod 744 /root/wireless.sh

IP

140.113.1.1

private address

11

DNS server

bsdAP

P

ad-hoc mode

serviceset 1
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/etc/re.local
[root/wireless.sh
WEP
key WEP
WEP wireless.sh
wiconfig wiO -k “0x9876543210"

wiconfigwiO -e1

-k WEP encryption key ORINOCOsilver

card key 40 bits 5 ASCII e.g. "hello”
10 16 hexadecimal e.g. " 9876543210 ORINOCO
gold card 40 bits key 104 bits  key
13 ASClI 26 16 -e
WEP 1 0
NAT
kernel
kernel option GATEWAY
NAT /etc/rc.local

sysctl -w net.inet.ip.forwarding=1

NAT
rule
/etclipnat.conf
map ne2 192.168.0.0/24 -> 0/32 proxy port ftp ftp/tcp
map ne2 192.168.0.0/24 -> 0/32 portmap tcp/udp 40000:60000

map ne2 192.168.0.0/24 -> 0/32



4

1)

)

[etc/rc.conf
ipfilter=YES

ipnat=Y ES

# touch /etc/ipf.conf

DHCP Server
DHCP server
range IP domain-name-servers
P routers client DHCP
P
/etc/dhcpd.conf

allow unknown-clients;

ddns-update-style ad-hoc;

subnet 192.168.0.0 netmask 255.255.255.0 {

range 192.168.0.2 192.168.0.8;

default-lease-time 604800;

max-| ease-time 604800;

option subnet-mask 255.255.255.0;

option domain-name-servers 140.113.1.1, 140.113.6.2;
option domain-name " cis.nctu.edu.tw";

option routers 192.168.0.1;

}

[etc/rc.conf

dhcpd=YES
10

DNS



dhcpd_flags="-q wi0’

# touch /var/db/dhcpd.leases

2.3. Client
AP AP AP
IBSS mode client Ad-hod mode
> P
> 192.168.0.1 AP IP
> ESSID AP bsdAP
> ad-hoc mode
»  WEP AP AP
3.
AP
- - [12]
Agere Symbol Cisco 3Com Intel D-Link Z-Com NDC
AP Vandors BSD
AP
Display Panels
3 LED

1. Hardware Comparison — External Hardward Spec.

11



WLAN Connectivity | LAN Connectivity | WAN Connectivity Other Display
fae Inierface Interface Interface Console | 1 yerface Panels
Enterprise-class
Agere [EEE 802 11b * 2 N0 104100 Basze-T * 1 R5232 N0 4 LEDs:
Symhol IEEE 802 110 * 1 MO 10/100 Base-T * 1 R5232 MO 3 LEDs:
Cisco [EEE 802 11b * | N0 10/100 Base-T *1 R5232 N0 3LED:
3Com [EEE 802 11b * | N0 10/100 Base-T *1 HNO N0 3LED:
SOHO-class
Intel [FEE 802 110 * 1 10100 Base-T * 1 107100 Base-T * 1 R5232 WO 5 LEDs
D-Link [EEE 802 11b * | 104100 Basge-T* 3 10 Base-T*1 R5232 Printer 11 LEDs
Z-Com [EEE 802 11h * 1 WO 10/100Base-T * 1 R5232 WO 9 LEDs
NDC [FEE 802 110 * 1 10100 Base-T *4 10/100Base-T * 1 WO WO & LEDs
BSD [EEE 802 11b * | N0 10/100Base-T* 1 R5232 Printer 3LED:
Agere Chipset
2. Hardware Comparison — Internal Hardward Spec.
Vendors 08 CPU Chipset RAM Flash
Enterpriseclass
Intel S4110- Mational DPE3851
Agere WWorks 239Hz MacPhyter 16IB B
Wotorola Intersil 2.0 with
S OO Fowrer PC 3863 BB processor e H<
Cisco VaWorks Unlenowm Intersl Urlthiowm Unletiowm
3Com Unbmown Unlenowm Urlenown Urlenownm Unleniowm
SOHO-class
Intel Unbmown Unlenowm Urlenown Urlenownm Unleniowm
D-Link Unkmown Ulerionam Utiletiowty Utkenown Unknown
Z-Com SuperTask ARM7 del AME IMEB
Prizm 2.0
. Sarn Intersl
LIS S S3C4510B Prism 2.5 LD LB
Intel Mohile .
BSD NeBSD Pentiusnll] Hitional DESTEL 641E /A
500MHz 7t
AP

3. Functionality Comparison — Management




SR System Maintenance Trouble Shooting

Vendors  MGT. Interfaces | SNMP {sﬂg Configuration Firnmvare Self-diagnostic Network

Baclap Restore Upgrade Tools Statistics
Web, witdows, L
Agere T y— Builtin NO YES (TFTF) YES (TFTF) MO YES
Weh, telnet, . YES

Symhol Consale Builtdn | Syslog MO (TFTBY Fmoder) MO YES

Cisco Web, telnet, | piiin | Syslog | YES(TFTP) YES(TFTF) YES YES
Console
3Com Weh, windows Builtin | Syslog YES (TFTF) YES (TFTF) MO YES
Intel | VED. telnet NO | NO YES YES YES YES
Console
D-Link Weh NG NO YES YES MO MO
Weh, windows,

Z-Com P ny— NG NO MO YE3 MO YE3
NDC Web, telnet Builtin NO MO YES MO YES
BSD telnet R[8] NGO MG IR IO YE3

Agere AP
4. Functionality Comparison — Layer 1
; Channel . Recefving Radio Wirdless Station Povrer
Yendors Tvoe Auto- me t Sensitivity Distance Distribution Radio over
w Selection (11Mbps) (11%bps) Systern Mode | Ethernet
YE3
Agere Urlenowm MO 15 Bm -82 Bm 25~160m (up t0 6 APS) MO MO
Indoor Cimra 1B
Syrobol Rubber duck Dipale YES 018 Em | -51 Em 9-30m YES MO YES
. FF-THC connectors -85 ~-04
Cisco * 3 (optianal) YES 0-20 Bm 4B 306~ 610m YES YES YES
Otrmi-directional

3Com * 2 (3CWE4SD) YES 7-18 Bm | -32dBm il m NO MO YES
Intel Tweo dipole antenna MO 14 Bm -80 Bm 30~1201m MO MO MO

DLk | DHalantenss o gop e | 14 @m | Ukknown | 35-100m NO NO NO

Diversity systetn
7-Com | [megated dipole NO 13Bm | -84@m | Upto140m | merbuildng | op. NO
antenna Mode
Dipole type
NDC wwith dial ardenna YE3 20 B B0 dBm | Upto 100 NO MNO NO
BSD Urlenowt NGO 15 Bm -2 dBm 25~ 160 m NO YES NO
Agere

5. Functionality Comparison — Layer 2

13




Agere Turahle Fixed NO VES YES
Symhol Turahle Fixed NO VES N
Cisco Turahle Turiahle MO VES MO
3Com Fixed Fized NO VES MO
Intel Fixed Fized NO VES MO
D-Link Fized Fixed NO NO MO
Z-Com Turahle Tunahle NO VES MO
NDC Fized Fixed NO VES N
ESD Turahle Fixed NO VES N
PPPOE Mobile P VPN
(61 [71[8] AP
6. Functionality Comparison — Layer 3 and Upper Layers
vewdos [ PCE [ DUCE pppug | Jouine [Mobie [y [y [ o [t
Agere VES | YES NO Usnknown NO HO HO HO YES
Symhol | VES | VES WO HO YES HO WO HO VES
Cisco VES HO HO statie HO HO WO HO VES
3Com VES | YES NO HO NO HO HO HO HO
Tntel VES | YES YES RIP L& HO HO VES YES HO
Static
D-Link | VES | VES YES Static WO | Passthrough mly | VES YES HO
Z-Com | VES | YVES YES HO HO HO VES HO HO
NDC VES | YES YES | RIP1&2 N0 | Passthrough anly | VES YES HO
BSD VES | YES HO RIP &2 HO HO VES YES HO
static
NAT

7. Functionality Comparison — Layer 3 (NAT)

14




MSN AIM (AOL
Yendors POP3 SMTP Fip Telnet News Hiips Instant
Messenger
Messenger)
Intel YES TES TES TES TES TES TES Unknowrn
D-Link YES YE3 TES YE3 TE3 YE3 YE3 YE3
Z-Com YES TES TES TES TES TES TES YES
NDC YE3 YE3 YE3 YE3 YE3 YES YE3 YES
B5SD YES TES TES TES TES TES TES YES
8 802.1x RADIUS MAC Access Control Firewall
[9][10] SOHO
Enterprise
8. Functionality Comparison — Security
E o Authenticatio MAC
Vendors e " " Accas s Firewall
WEP Others #2.1x | RADIUS Others Coniral
. Elocks TES (per MAC, Ethermet protocol filtering,
Agere | 40/128 Bits WEP FLUS TES Add-on NO - vt g Static MAC Sltetivg, Denr IPX
Symbol | 407128 Bits HO TE: Add-om Kethems BPI,‘:::{I HO HO
TEIF, MIC, peruser EAP-MDS, . Fthernet protocol filtering,
Cisco 407128 Bits per session WEF, Broadeast YES Add-on EAP-TLS, BPI:::skI YES;)(anf;liichast IP protocol filtering,
WEF Eey Eotation LEAF IF Port filtering
SCom 12801t Diyrande EAP-MDS5, EAP-
FCom 407128 Bits SemrityLink Ereryption YE:D Add-om TLE, 3Cam Serial Pass HO HO
[up to 1000 user acoouts) Authertication
Iniel 40128 bits HO HO HO HO BPI“::SM HO HO
D-Link | 400128 hits HO HO HO HO Elack HO Statefil packet inspecton
ZCom | 400122 Bits Ho HO HO jile] Elack Ho jile]
Statefil Packet Ins pection
. Ant-Dal (Derial of Service)
NDC 40/1223 Bits Ho HO HO jile] HO Ho ‘Application res triction and
url block (up to 30 mles)
BSD 40/125 Bits HO HO HO HO HO HO HO
4,
AP AP
Ad-hoc mode

15
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