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(57) ABSTRACT

In a post-quantum asymmetric key generation method and
system, a processing unit generates, based on a prime and an
arithmetic function or a classical string, a prime vector
which has an infinite number of components; generates a
prime array based on the prime vector; generates an asso-
ciated matrix based on the prime array; obtains, based on the
associated matrix and a first reference prime, a first reference
inverse prime array that serves as a private key; and obtains
a public key that is paired with the private key based on a
second reference inverse prime array. The second reference
inverse prime array is obtained based on the associated
matrix, the first reference prime, a second reference prime,
and a randomization array.
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POST-QUANTUM ASYMMETRIC KEY
CRYPTOSYSTEM WITH ONE-TO-MANY
DISTRIBUTED KEY MANAGEMENT BASED
ON PRIME MODULO DOUBLE
ENCAPSULATION

CROSS-REFERENCE TO RELATED
APPLICATION

[0001] This application claims priority of Taiwanese
Invention Patent Application No. 107134068, filed on Sep.
27, 2018.

FIELD

[0002] The disclosure relates to an asymmetric key gen-
eration method, and more particularly to a lattice algebra
based post-quantum asymmetric key generation method and
system, key-refresh method, encryption method, decryption
method, and encrypted communication system.

BACKGROUND

[0003] Classical cryptosystems can be classified into two
main categories: symmetric key algorithms and asymmetric
key algorithms. The symmetric key algorithms, such as AES
(advanced encryption standard), use shared key to perform
encryption and decryption. The asymmetric key algorithms
use different keys, namely, paired public key and private
key, to perform encryption and decryption. For example,
RSA is one of the first public-key cryptosystems and is
widely used for secure data transmission; NTRU (number
theory research unit) is another asymmetric key algorithm;
and ECC (elliptic curve cryptography) is an approach to
public key cryptography based on the algebraic structure of
elliptic curves. Implementations of the symmetric key algo-
rithms require a secure channel for key exchange between
two parties. Although a secure channel is not necessary for
implementations of the asymmetric key algorithms, the
asymmetric key algorithms may require relatively large
amount of computation for generation of the paired keys,
encryption and decryption. In comparison to RSA, although
ECC may provide better security, more time is required on
encryption and decryption.

[0004] The classical cryptosystems may have the follow-
ing drawbacks:
[0005] 1. Protocols for current asymmetric key algorithms

cannot send large amounts of data in a short amount of time,
because encryption and decryption are done for one char-
acter at a time.

[0006] 2. Current asymmetric key algorithms use a public
key and a private key that have the same mathematical
characteristics such as belonging to the same algebraic
group, ring or vector space, and that are similar in nature, so
they are prone to plaintext attack or brute force attack.
[0007] 3. For current asymmetric key algorithms, if a user
changes his/her public key for a new one, all the other users
need to update their private keys to be paired with the new
public key, otherwise any possible communication from a
user who keeps on using the old private key would be
invalid.

[0008] 4. If a system setup requires everyone to make a
key refresh, a centralized entity that indicates the key refresh
time is needed.

[0009] 5. The integer factorization-based algorithms (e.g.,
RSA, DSA) or the discrete logarithm problem based algo-
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rithms (e.g., SCC) are weak against Shor’s and Grover’s
algorithms based post-quantum attacks.

[0010] 6. Distributed key refresh does not exist in the
networks using RSA, AES and NTRU because the distrib-
uted key refresh is not part of the fundamental definition of
the protocols for these cryptosystems.

[0011] 7. Classical public key cryptosystems have tightly
coupled public-private keys (i.e., each public key is paired
with only a unique private key). Attacks on one of the paired
keys often reveal information of the other one.

SUMMARY

[0012] Therefore, an object of the disclosure is to provide
a lattice algebra based post-quantum asymmetric key gen-
eration method and system, a key-refresh mechanism, an
encryption method, a decryption method, and an encrypted
communication system that can alleviate at least one of the
drawbacks of the prior art.

[0013] According to the disclosure, the post-quantum
asymmetric key generation method is implemented by a
processing unit, and includes:

[0014] A) generating, based on a prime p and one of an
arithmetic function and a classical string that serves as a

_
seed, a vector denominated p-vector and denoted as f , that
depends on the prime p and that has an infinite number of

—
components, wherein the p-vector f , is defined as:

o005, - - 1,

where f represents said one of the arithmetic function and
the classical string that serves as the seed;

[0015] B) defining the concept of instance as I=(p, s, 1),
where p is a prime, and s and t are user-defined positive
integers;

[0016] C) generating, based on the p-vector ?p and the

m

instance I=(p, s, 1), a p-array 7 | that has m number of
components and that relates to the prime p and that is defined
as:

t

"= Y T S,
” 0

i=

st

‘p

wherein the p-array 7 |, can also be represented as 7 I
if I=(p, s, t) is known;
[0017]

ciated matrix [*7 I”"] that is defined as:

D) based on the p-array ‘7 1™, generating an asso-

FINO W . Fm =1
o | FMen=1) FIMO) . Fm-2)
(Frm=| " . c )

Fro Fre .o Fro

where 7 1(j) represents a (j+1)” one of the m number of
components of the p-array, O<j=(m-1);
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[0018] E) based on the associated matrix [71™] and a
modulus £ which is a user-defined positive integer, gener-

ating an inverse p-array ‘#, | with respect to the modulus £,
which is defined as:

Ferm=Le1,0,. .., 0[F M*mod £,
where Z; represents an inverse modulus of a determinant of
the associated matrix [*7 |1™] with respect to the modulus £,
and is defined as: L. :=(det[7 I™])"!(mod ¢), and [%7 I"]*

represents an adjoint matrix of the associated matrix [*7 I""];
[0019] F) arbitrarily selecting a first reference prime p,
and determining a second reference prime p,, based on a
predetermined criterion that relates to the first reference
prime p,, a greatest one of the aim number of components

of the p-array 7 " which is denoted by b, a first reference
positive integer d, and a second parameter set S that is
composed of the parameter m, a second reference positive
integer b and a third reference positive integer r, wherein the
predetermined criterion includes p,>max(p, méb,mbr);

[0020]  G) acquiring a first reference inverse p-array # , 1™
and a second reference inverse p-array by ¥, 1" by respec-
tively making the first reference prime p, and the second
reference prime p, serve as the modulus £ in the inverse

p-array F,|", the first reference inverse p-array #, |"
serving as a private K which is defined as K,

‘private’ r'ivate:(
7 1",p,.4); and
[0021] H) generating a public key K, ;.. with respect to
the second reference inverse p-array 1", the first refer-
ence prime p,, the second reference prime p,, and the
key-generation randomization array ‘% 4", wherein the
key-generation randomization array ‘7 |5, has m number
of numerical components between 0 and the first reference
positive integer &, and the public key K, is paired with
the private key K,,,..., and is an array ® vzl that
includes m number of numerical components and that is also
denoted as K1, =(% 00" P2)> representing % .1
=Rand( ‘¢ ,,,|".p,,&)(mod p,);
[0022] wherein Rand('? , I",p,,8) is a key-generation ran-
domization function of the second reference inverse p-array
P ,,I™ with respect to the key-generation randomization
array ‘I_;’ ly™s and is deﬁned as Rand(#,".,p,,8)=p,(
Fp.I"® Fly™), where & represents a convolution mul-
tiplication operator.
[0023] According to this disclosure, the encryption
method is implemented by a processor, and includes:
[0024] using the public key K, ;. generated according
to the post-quantum asymmetric key generation
method of this disclosure, the second reference prime
P, used in the post-quantum asymmetric key generation
method of this disclosure, and an encryption random-

ization array % |, that has m number of numerical
components between 0 and the second reference posi-
tive integer b used in the post quantum asymmetric key
generation method of this disclosure to perform an
encryption procedure on a data array §7 1™ that corre-
sponds to a plaintext to be transmitted and that has m
number of numerical components, and acquiring a

ciphertext Eipher I with respect to the encryption ran-

domization array % I;™, wherein the ciphertext
Eipher | has m number of encrypted numerical compo-
nents.
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[0025] According to this disclosure, the decryption
method is implemented by a processor, and includes:

[0026] using the p-array ‘F I™, the private key K, .,z
the first reference prime p, and the second reference
prime p, that are used in the post-quantum asymmetric
key generation. Method of this disclosure to perform a
decryption procedure on a ciphertext Sipher I, and
acquiring a plaintext array §7 I that has m number of
decrypted numerical components, wherein the cipher-
text Eher ™' is generated by:

[0027] wusing the public key generated according to the
post-quantum asymmetric key generation method of
this disclosure, the second reference prime p, used in
the post-quantum asymmetric key generation method
of this disclosure, and an encryption randomization
array 7 | z)" that has m number of numerical compo-
nents between 0 and the second reference positive
integer b used in the post-quantum asymmetric key
generation method of this disclosure to perform an
encryption procedure on a data array §7 | that corre-
sponds to a plaintext to be transmitted and that has m
number of numerical components, and acquiring the
ciphertext &zrer |™ that relates to the encryption ran-
domization array ‘#|;™ and that has m number of
encrypted numerical components.

[0028] According to this disclosure, the post-quantum
asymmetric key generation system includes:

[0029] a p-vector generation module configured to gen-
erate, based on a prime p and one of an arithmetic
function and a classical string that serves as a seed, a

—
p-vector f , that relates to the prime p and that has an

infinite number of components, wherein the p-vector
—

¥, is defined as:
o005, - - 1,

where f represents said one of the arithmetic function and
the classical string that serves as the seed;

[0030] a p-array generation module coupled to said
p-vector generation module, and configured to gener-
—
ate, based on the p-vector f ,ap-array 7 |,/ that has
m number of components and that relates to the prime
p and that is defined as:

t

:;;} |m ::Z[f(pﬁim)’ . f(px+im+(m71))]’

Plst n
i=0

where each of parameters m, s and t is a user-defined
positive integer, and the prime p and the parameters s, t
cooperatively compose a first parameter set I, and wherein
| m

o m,
pisit 717

the p-array 7

[0031] an associated matrix generation module coupled
to said p-array generation module, and configured to

is also represented as

generate, based on the p-array 7™, an associated

matrix [ I™] that is defined as:
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FIMO)

Flrom-1) ¢

From-1

Frm-2)

(71" =

5

FIW QP10

where 7 I”'(j) represents a (j+1)” one of the m number of

components of the p-array, O<j=(m-1);
[0032] an inverse p-array generation module coupled to
said associated matrix generation module, and config-

ured to generate, based on the associated matrix [7 1]
and a modulus £ which is a user-defined positive

integer, an inverse p-array ‘F,1” with respect to the
modulus ¢, which is defined as:

Fer=La1,0, ... 07 m*mod £),

where L; represents an inverse modulus of the determinant
of the associated matrix [*7 I”"] with respect to the modulus
¢, and is defined as: L;:=(det[* I"])"'(mod ¢), and [
7 1”"]* represents an adjoint matrix of the associated matrix
[7 1"
[0033] a reference prime determining module config-
ured to arbitrarily select a first reference pride p,, and
to determine a second reference prime p, based on a

predetermined criterion that relates to the first reference
prime p,, a greatest one of the m number of compo-

nents of the p-array ¥ I”* which is denoted by b, a first
reference positive integer &, and a second parameter set
S that is composed of the parameter m, a second
reference positive integer b and a third reference posi-
tive integer r, wherein the predetermined criterion
includes p,>max(p, mab,mbr);

[0034] a private key generation module coupled to said
inverse p-array generation module and said reference
prime determining module, and configured to acquire a
first reference inverse array # , | by making the first
reference prime p, serve as the modulus ¢ in the

inverse p-array ‘F, |, the first reference inverse p-array
F " serving as a private key K, which is

rivate’

defined as K., .,.=(7 1",p;,4); and
[0035] a public key generation module coupled to said

inverse p-array generation module and said reference
prime determining module, and configured to acquire a
second reference inverse p-array ‘¥, | by making the
second reference prime p, serve as the modulus ¢ in

the inverse p-array ‘F,|™, and to generate a public key
K,..s1. With respect to a key-generation randomization
array ‘#lg)" based on the second reference inverse
p-array ‘1", the first reference prime p;, the second
reference prime p,, and the key generation randomiza-
tion array ‘# |5)", wherein the key-generation random-
ization array # | ;" has m number of numerical com-
ponents between 0 and the first reference positive

integer &, and the public key K, ;. is paired with the

private key K, 4., and is an array % " that
includes m number of numerical components and that

is also denoted as K, =(F ,.su.l"P2), representing

%? publiclm::Rand( ?pzlmsplsﬁ)(mOd p2)5
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[0036] wherein Rand(‘% ,,I",p,,8) is a key generation ran-
domization function of the second reference inverse p-array
F,,|" with respect to the key-generation randomization
array ‘|5, and is defined as Rand(‘¢ ,1",p,.8)=p, (‘¥ ,I"
@ % 15)"), where & represents a convolution multiplica-
tion operator.
[0037] According to this disclosure, the encrypted com-
munication system includes:
[0038]
[0039] a p-vector generation module configured to
generate, based on a prime p and one of an arithmetic
function and a classical string that serves as a seed,

a key server including:

—
ap-vector f , that relates to the prime p and that has
infinite number of components, wherein the p vector

?p is defined as:

om0 F eI 0, - - - 1,

where f represents said one of the arithmetic function and
the classical string that serves as the seed;

0040] a p-array generation module coupled to said
p y 8 p
p-vector generation module, and configured to gener-

—
ate, based on the p-vector f ,,ap-array 7 I, that has

m number of components and that relates the prime p
and that is defined as:

t

7= T,

i=0

L F(prrmey,

where each of parameters m, s and t is a user-defined
positive integer, and the prime p and the parameters s, t
cooperatively compose a first parameter set I, and wherein
the p-array 7 I, /" FI
[0041] an associated matrix generation module coupled
to said p-array generation module, and configured to

is also represented as

generate, based on the p-array %7 1™, an associated

matrix [ I™] that is defined as:

PO FIMW . FMm =D
s | =1 FImO) P -2)
[71"] = : : :

>

FIMW PR . PO

where 7 1"(j) represents a (j+1)* of the m number of

components of the p-array, O<j=(m-1);
[0042] an inverse p-array generation module coupled to
said associated matrix generation module, and config-

ured to generated, based on the associated matrix [
# 1" and a modulus ¢ which is a user-defined positive

integer, an inverse p-array ‘F.|” with respect to the
modulus €, which is defined as:

Ferm=(Le1,0,..., 07 MHmod €),

where L; represents an inverse modulus of a determinant of

the associated matrix [*F I”"] with respect to the modulus ¢,
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and is defined as: L :=(det[F I"])"'(mod ¢), and [7 I"]*
represents an adjoint matrix of the associated matrix [*7 I"];
[0043] a reference prime determining module config-
ured to arbitrarily select a first reference prime p,, and

to determine a second reference prime p, based on a
predetermined criterion that relates to the first reference
prime p,, a greatest one of the m number of compo-

nents of the p-array 7 I”* which is denoted by b, a first
reference positive integer &, and a second parameter set
S that is composed of the parameter m, a second
reference positive integer b and a third reference posi-
tive integer r, wherein the predetermined criterion
includes p,>max(p, mab,mbr);

[0044] a private key generation module coupled to said
inverse p-array generation module and said reference
prime determining module, and configured to acquire a
first reference inverse p-array ¢, I by making the first
reference prime p, serve as the modulus £ in the

inverse p-array ‘#, 1™, the first reference inverse p-array

¥, " serving as a private key K., which is
defined as K,,,,.,.~(7 I",p,,2); and

[0045] a public key generation module coupled to said.
inverse p-array generation module and said reference
prime determining module, and configured to acquire a
second reference inverse p-array ‘7 ,,,I"” by making the
second reference prime p, serve as the modulus ¢ in

the inverse p-array ‘#,1™, and to generate a public key
K, 41 with respect to a key-generation randomization
array ‘|l based on the second reference inverse
p-array ¢, |"™, the first reference prime p,, the second
reference prime p,, and the key-generation randomiza-
tion array ‘F | 5", wherein the key-generation random-
ization array # | ;)™ has m number of numerical com-
ponents between 0 and the first reference positive
integer &, and the public key K ,, ;. is paired with the

private key K, .., and is an array % ,,,;|" that

includes m number of numerical components and that

is also denoted as K,,,;=(% I",p,), representing

% pusicl"=Rand(‘F . p,.8)(mode p,);

[0046] wherein Rand(‘® ,,|",p,.d) is a key generation
randomization function of the second reference
inverse p-array ¥ | with respect to the key-gen-
eration randomization array %% | ;)™ and is defined as
Rand(‘# ,,|".p1.8)=p,(F,I" & ¥ 1), where
& represents a convolution multiplication operator;

[0047] atransmitting end including a first that stores the
public key K, 4., the second reference_prime p, and
the second reference positive integer b, and a first
processor coupled to said first storage unit; and

[0048] a receiving end including a second storage unit

that stores the private key K, ,,.,» the p-array % I, the
first reference prime p, and the second reference prime
p., and a second processor coupled to said second
storage unit;

[0049] wherein, for a data array §7 |™ that corresponds
to a plaintext to be transmitted to the receiving end and
that has m number of numerical components, said first
processor uses the public key K, and the second
reference prime p, that are stored in said first storage
unit, and an encryption randomization array % |z)"
that has m number of numerical components between 0
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and the second reference positive integer b, to perform
an encryption procedure on the data array $7 I, and
acquires a ciphertext Eipher |™ with respect to the
encryption randomization array ‘7 | zy", and said trans-
mitting end transmits the ciphertext &gra | to said
receiving end via a first communication channel,
wherein the ciphertext &fher I has m number of
encrypted numerical components;

[0050] wherein, upon receipt of the ciphertext Egrar I by

said second processor, said second processor uses the private

key K,/ 0z the p-array ‘7 1™, the first reference prime p, and
the second reference prime p, that are stored in said second
storage unit to perform a decryption procedure on the
ciphertext &ier 1™, and acquires a plaintext array 7 I that
has m number of decrypted numerical components and that
is identical to the data array §7 1™.

BRIEF DESCRIPTION OF THE DRAWINGS

[0051] Other features and advantages of the disclosure
will become apparent in the following detailed description
of the embodiment(s) with reference to the accompanying
drawings, of which:

[0052] FIG. 1 is a block diagram illustrating an embodi-
ment of the encrypted communication system according to
the disclosure;

[0053] FIG. 2 is a block diagram illustrating a key server
of the encrypted communication system;

[0054] FIGS. 3 and 4 cooperatively form a flow chart
illustrating steps of a key generation procedure according to
the disclosure;

[0055] FIG. 5 is a block diagram illustrating a transmitting
end of the encrypted communication system;

[0056] FIG. 6 is a block diagram illustrating a receiving
end of the encrypted communication system;

[0057] FIG. 7 is a flow chart illustrating steps of an
encryption procedure according to the disclosure; and
[0058] FIG. 8 is a flow chart illustrating steps of a decryp-
tion procedure according to the disclosure.

DETAILED DESCRIPTION

[0059] Before the disclosure is described in greater detail,
it should be noted that where considered appropriate, refer-
ence numerals or terminal portions of reference numerals
have been repeated among the figures to indicate corre-
sponding or analogous elements, which may optionally have
similar characteristics.

[0060] Referring to FIG. 1, the embodiment of the
encrypted communication system 100 according to this
disclosure is shown to include a key server 1, and a plurality
of user ends. Each user end may communicate with another
user end based on a communication protocol that uses an
encryption procedure and a decryption procedure. Each user
end may serve as a transmitting end when transmitting
messages, and serve as a receiving end when receiving
messages. FIG. 1 simply exemplifies two user ends, one of
which serves as a transmitting end and the other one of
which serves as a receiving end 3, but this disclosure is not
limited in this respect. The transmitting end 2 includes a
storage unit 21, and a processor 22 coupled to the storage
unit 21. The transmitting end 3 includes a storage unit 31,
and a processor 22 coupled to the storage unit 31. In this
embodiment, the key server 1 is independent from the
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transmitting end 2 and the receiving end 3. However, the key
server 1 may be integrated within the transmitting end 2 in
other embodiments.

[0061] The key server 1 is configured with a post quantum
asymmetric key generation system 10. Referring to FIG. 2,
the post-quantum asymmetric key generation system 10
includes a p-vector (prime vector) generation module 11, a
p-array (prime array) generation module 13 coupled to the
p-vector generation module 11, an associated matrix gen-
eration module 14 coupled to the p-array generation module
13, an inverse p-array generation module 15 coupled to the
associated matrix generation module 14, a reference prime
determining module 16, a private key generation module 17
coupled to the inverse p-array generation module 15 and the
reference prime determining module 16, a public key gen-
eration module 18 coupled to the inverse p-array generation
module 15 and the reference prime determining module and
a storage module 19 coupled to the p-array generation
module 13, the reference prime determining module 16, the
private key generation module 17 and the public key gen-
eration module 18. It is noted that the p-vector generation
module 11, the p-array generation module 13, the associated
matrix generation module 14, the inverse p-array generation
module 15, the reference prime determining module 16, the
private key generation-module 17 and the public key gen-
eration module 18 may be integrated within a processor (not
shown), but this disclosure is not limited in this respect.

[0062] Before use of the encrypted communication system
100, the key server 1 generates asymmetric keys (e.g., a
private key and at least one public key that is paired with the
private key) for encryption and decryption. FIG. 3 and FIG.
4 cooperatively exemplify how the post-quantum asymmet-
ric key generation system 10 exemplified in FIG. 2 performs
an asymmetric key generation procedure.

[0063] In step S31, the p-vector generation module 11
generates, based on a prime p and one of an arithmetic
function and a classical string (e.g., a sequence of integers,
or characters which can be mapped to integers, such as
ASCII codes) that serves as a seed (i.e., either the arithmetic
function or the classical string serves as the seed), a p-vector

—
¥ , that relates to the prime p and that has an infinite number

—
of components. In this embodiment, the p-vector f, is
defined as:

o 05T, - - . 1,

where f is either the arithmetic function or the classical
string that serves as the seed (for the latter case, f(p”)
represents the n-th character in the classical string).

[0064] In one example, the seed is exemplified as an
arithmetic function f(p”) of:

[0065] in case n=0, f(p”)=1; and
[0066] in case n>0,
F(@")=(=1)"x(the »™ number of the fractional part of
V) ey
[0067] In step S32, the p-array generation module 13

-
generates, based on the p-vector f ,, a p-array ¥ I, that
has m number of components and that relates to the prime
p and that is defined as
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t

7= T,

i=0

L F(prrmey,

where each of parameters m, s and t is a user-defined

positive integer, and the prime p and the parameters s, t

cooperatively compose a first parameter set I (also referred

to as I=(p, s, t) hereinafter). The representation of the p-array

T pls/" may be simplified as 7 | hereinafier. For example,
—

when I=(3, 0, 1) and m=5, the p-vector f ; and the p-array

7 3lo,,> (or simply % 1°) can be obtained as the following
equations (2) and (3), respectively.

Fy=[l-7.3,-2,0,-50,-8,0,-7, ... ] @

oyl =[=5.-T+0,3-8,-24+0,0-7] ©)]

=[-4, -7, -5, -2, -7].

[0068] As another example, let 7 I° below be given by a
secret function f and a secret instance I:

P 15=12,81,27.9.3] @)

[0069]
the p-array is generated based on the seed and the first

The above two examples exemplarily show how

parameter set 1. By saving the first parameter set I, the
corresponding p-array can be obtained based on the seed at
any time.

[0070] In step S33, the p-array generation module 13
determines whether each of the m number of components of

the p-array 7 |” is not zero. When the determination is
affirmative (i.e., all of the m number of components of the
|7Vl

p-array 7 I are non-zero), the p-array generation module 13

outputs the p-array 7 1" to the associated matrix generation

module 14, and stores the p-array 7 1™ into the storage
module 19 (step 934). As an example, all of the five

components of the p-array 7 I as shown in each of equa-
tions (3) and (4) are not zero. When the p-array generation
nodule 13 determines that any one of the m number of

components of the p-array *7 I is zero, the flow goes back
to step S32 for the user to apply a different first parameter
set I (i.e., at least one of the prime p and the parameters s,
t in the new first parameter set I is different from that in the
original first parameter set I) to step S32. Step S32 may be
repeated with different first parameter sets I until the deter-
mination in step S33 is affirmative.

[0071]

ule 14 generates an associated matrix [7 |™'] based on the

In step S35, the associated matrix generation. mod-

p-array 7 1™ received from the p-array generation module

13, and outputs the associated matrix [‘F 1”'] to the inverse

p-array generation module 15. The associated matrix [ 1]
is defined as:
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IO W)
Frm=1 FIO) ..

From-1
Frm-2)

(71" =

FIW A PP

where 7 I”'(j) represents a (j+1)” one of the m number of
components of the p-array, O<j=(m-1). Following the p-ar-
ray % I° in equation (4), the associated matrix [% |°] gener-
ated by the associated matrix generation module 14 would
be as shown in equation (5).

2 8 27 9 3 5
3 2 81 27 9
1=l 9 3 2 81 27

27 9 3 2 81
81 27 9 3 2

[0072] 1In step S36, based on the associated matrix [ 1]
and a modulus ¢ which is a user-defined positive integer,
the inverse p-array generation module 15 generates an

inverse p-array ‘#,1” with respect to the modulus €. The
inverse p-array generation module 15 outputs the inverse

p-array ‘®,|” to the private key generation module 17 and
the public key generation module 18. The inverse p-array

B, is defined as:
Ferm=(Lg 1,0, ..., 0][Le ") mod ©),

where ‘F, represents an inverse modulus of a determinant of
the associated matrix [*7 |1™] with respect to the modulus £,
and is defined as: L :=(det[7 I™])"!(mod ¢), and [% I"]*
represents an adjoint matrix of the associated matrix [7 I™].

[0073] In step S37, the reference prime determining mod-
ule 16 arbitrarily selects a first reference prime p,, and
determines a second reference prime p, based on a prede-
termined criterion that relates to the first reference prime p,,
a greatest one of the m number of components of the p-array

? I which is denoted by b, a first reference positive integer
4, and a second parameter set S that is composed of the
parameter m a second reference positive integer b and a third
reference positive integer r. The predetermined criterion
includes p,>max(p,mib,mbr). The reference prime deter-
mining module 16 outputs the first reference prime p, to the
private key generation module 17, outputs the first reference
prime p, and the second reference prime p, to the public key
generation module 18, and stores the first reference prime p,
and the second reference prime p, in the storage module 19.
Following the example of equation (4), it is obtained that

b:max(‘?J5 )=81. In addition, under an exemplary condition
of S=(m, b, r)=(5, 120, 120) and =120, when the reference
prime determining module 16 selects p,=251, the predeter-
mined criterion would include:

P>>pmab=251x5x120x120=8072000,

po>mbr=5x81x120=48600,
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so0 it may be determined, for example, that p,=18072001, but
this disclosure is not limited in this respect as long as the
predetermined criterion is satisfied.

[0074] In step S38 that follows steps S36 and S37, the
private key generation module 17 makes the first reference
prime p, serve as the modulus £ in the inverse p-array

F 1", so as to acquire a first reference inverse p-array

F | The first reference inverse p-array ¢, | serves as a
private key K,,,;,.0.. (€., K,ppipre™ 7, Im™), which is defined

as K,,,;yar=(7 I"',p1,8). The private key generation module
17 stores the first reference inverse p-array %, | in the
storage module 19. Following the previous example of

equation (5) with p,=251, since det([ 7 I’])=68(mod 251), it
can be obtained that L,5,=(68)*(mod 251)=48, and the
private key K, is acquired to be:

rivate

Kprivote = F 5y ° = (7%, 251, 120) = (Lasy [1. 0, ... , 0] [F1]) (©)

(mod251) = [164, 128, 92, 223, 74]

[0075] In step S39 that follows steps S36 and S37, the
public generation module 18 makes the second reference

prime p, serve as the modulus ¢ in the inverse p-array ‘#, 1™
to as to acquire a second reference inverse p-array ¥, Im”,
and stores the second reference inverse p-array ¢, |™ into
the storage module 19. Following the previous example
where m=5, p=3, p,=18072001 and &=120, since det([

7 1°])=16142697(mod 18072001) and
L1g07200:=1614269771=17712763(mod  18072001), it is
obtained that:

B eornoor || = (F I°, 18072001, 120) M

= (Lisoz2001[1, 0, ...,

= [1287507, 11026277, 11798464, 16030112, 7400741]

[0076] In step S40, the public generation module 18
generates a public key K, ., with respect to a key-genera-
tion randomization array % |, based on the second refer-
ence inverse p-array ‘F,, |”, the first reference prime p,, the
second reference prime p,, and the key-generation random-
ization array ‘F ). The key-generation randomization
array ‘% lg™ has m number of numerical components
between 0 and the first reference positive integer & (includ-
ing 0 and &) (e.g., m number of random integers between 0
and &). The public key K, is paired with the private key
K In this embodiment, the public key K, ;. is an

private’
array ¥ 0" that includes m number of numerical com-
ponents and that is also denoted as K,,,.,,.=(% ,.p5¢! ™ D2)s

representing % /" =Rand( ‘¢ plP1:8)(mod p,). Rand(
F »,)".p1,8) is a key generation randomization function of
the second reference inverse p-array ‘#,,I" with respect to
the key-generation randomization array # 4™, and is
defined as Rand(‘#,,I".p,,8)=p,(F,,|"® Fl4"), where
@ represents a convolution multiplication operator. Follow-
ing the previous example where m=5, p=3, p,=251,
p>=18072001, =120 and ‘B ,597200:!" inl equation (7), in a
case where an exemplary key-generation randomization
array that is assumed to be % I(120)5:[98,83,38,114,4] is
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used, the public key K, ;. as obtained by using the private

key K, a7 10 equation (6) as:
@®
o 5 _ 3 5
5 pubh_c| = Rand(‘§ o000, I 251, 120) (mod18072001)
5
. s .
=251CF oo 251, 12007 ](mod18072001)
(120)
=[13126654, 5728821, 15683333, 5171087, 12284834].
[0077] However, the public key K ;. that is obtained
using the private key K, in equation (6) is not limited to

such. If another exemplarily key-generation randomization
array that is assumed to be &t I(120)5:[58,53,7,85,90] is used
by the public key K*,, ;. is obtained using the private key
K, ivare 10 €quation (6) as:

R e *=[17687579,12818350,12426167,
13811533,109530556] ©)

In other words, the public key generation module 18 may
generate different public keys that are paired with the same
private key K,,,,,. by using different key-generation ran-
domization arrays, favoring the key server 1 in refresh of the
public key.

[0078] After completion of the asymmetric key generation
procedure, the key server 1 transmits the public key K ;..
(in the case the public key K, is generated), the second
reference prime p, and the second reference positive integer
b to the transmitting end 2 via a communication channel
(C2, see FIG. 1) between the key server 1 and the transmit-
ting end 2, and transmits the private key K , the p-array

rivated
7 1™, the first reference prime p, and the second reference
prime p, to the receiving end 3 via a communication channel
(C3, see FIG. 1) between the key server 1 and the receiving
end 3.

[0079] Referring to FIG. 5, the processor 22 of the trans-
mitting end 2 stores the public key K ., the second
reference prime p, and the second reference positive integer
b received from the key server 1 into the storage unit 21. In
this embodiment, the processor 22 is configured to have a
text conversion module 221, an encryption randomization
function generation module 222, and a ciphertext generation
module 223 coupled to the text conversion module 221 and
the encryption randomization function generation module
222.

[0080] Further referring to FIG. 7, an encryption proce-
dure performed by the transmitting end 2 is illustrated. In
step S71, the text conversion module 221 uses a predeter-
mined character-to-numeric technique, such as ASCII code,
to convert a plaintext that is to be encrypted and that has m
number of characters into a data array % I that has m
number of numerical components. In detail, each of the m
number of numerical components of the data array §7 I is
between 0 and the first reference positive integer &, and
represents a corresponding one of the m number of charac-
ters of the plaintext. For example, in a case the plaintext is
“Hello” (i.e., m=5), the data array §j |° that obtained based
on the ASCII code would be:

57 1°=72,101,108,108,111] (10),

but this disclosure is not limited to any specific character-
to-numeric technique.
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[0081] In step S72, the encryption randomization function
generation module 222 generates an encryption randomiza-
tion function % I based on the public key K, and an
encryption randomization array F I;". The encryption
randomization array ‘# lz™ has m number of numerical
components between 0 and the second reference positive
integer b. The encryption randomization function % | is
defined as  I™:=Rand( % pubhcl’",l,ﬁ). Following the pre-
vious example where the second parameter set S=(m, b,
1)=(5, 120, 120) and the public key K, .u.=% pupucl™=
[13126654,5728821,15683333,5171087,12284834], in a

case where the encryption randomization array is exempli-
fied as

Fl, =6t =1[52,45,91,95,22],
Leroryply (120)

the resultant encryption randomization function % 1> would
be:

an

F =Rand( [, 1,120)

=[3321923152, 2842804607, 3548678919, 3013267698, 3131717969 ].

public

In another case where the encryption randomization array is
exemplified as | 5,°= o | 120y —117,23,45,90,2], the
resultant encryption randomization function & I° would be:

(12)

T = Rand( |, 1,120)

public
=[2161360827, 1448885025, 2105056208, 1912390611, 1575374362].

In other words, the encryption randomization function gen-
eration module 222 may generate different encryption ran-
domization functions by using different encryption random-
ization arrays.

[0082] In step S73 that follows steps S71 and S72, the
ciphertext generation module 223 acquires a ciphertext
Eaher | with respect to the encryption randomization func-
tion ‘7 1™ (received from the encryption randomization func-
tion generation module 222) by performing modulo opera-
tion on a sum of the data array §j | (received from the text
conversion module 221) and the encryption randomization
function % 1™ modulo the second reference prime p,. The
ciphertext &irer I has m number of encrypted numerical
components, and is represented by &iker I™:=(57 1"+ ™)
(mod p,). In the example where the data array §7 I° and the
encryption randomization function £ 1° are as shown in
equations (10) and (11), the resultant ciphertext &qrer I°
would be:
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a3

Sratl® = (57 + %1% {mod18072001)
= [14747041, 5500551, 6566831, 13315640, 5261907]

[0083] In the example where the data array %7 |° and the
encryption randomization function £ 1° are as shown in
equations (10) and (12), the resultant ciphertext Sihar |°
would be:

14

S I© = GF 1P + 517) (mod18072001)
= [10792780, 3125046, 8704200, 14830614, 3110386]

[0084] After completion of the encryption procedure, the
transmitting end 2 transmits the ciphertext &ihar I to the
receiving end 3 via a communication channel (C1, see FIG.
1) between the transmitting end 2 and the receiving end 3.
The communication channel (C1) can be an unencrypted
channel by virtue of the encrypted communication system
100 according to this disclosure.

[0085] Referring to FIG. 1 and FIG. 6, the processor 32 of
the transmitting end 3 stores the private key K, the

p-array ‘7 |, the first preference prime p; and the second
reference prime p, received from the key server 1 into the
storage unit 31. In this embodiment, the processor 32 is
configured to have a first convolution module 321, and a
second convolution module 322 coupled to the first convo-
lution module 321.

[0086] Further referring to FIG. 8, a decryption procedure
to be performed on the ciphertext &irer I”* received by the
receiving end 3 is illustrated. In step S81, the first convo-
Iution module 321 computes a first convolution result of the

ciphertext &gker I and the p-array 71" (i.e., &pher 1”&

4 1™)), performs modulo operation on the first convolution
result modulo the second reference prime p, to obtain a first

rivated

modulo operation results (i.e., &ia 1”@ F I"){(mod p,)),
and performs modulo operation on the first modulo opera-
tion result modulo the first reference prime p, to obtain a
second modulo operation result 57 1. The second modulo
operation result 57 I is defined as 57 I":=[(&Ezher | € F ™)
(mod p,)](mod p,). Following the previous example where
p.=251, p,=18072001, the p-array is 7 I° of equation (4)
and the ciphertext &zrer I° of equation (13), the resultant first
modulo operation result and second modulo operation result
would be as follows:

(15)
(Era P ) (mod18072001) =
[5305912, 5220083, 4408431, 6184511, 4741098 ]

5717 = [5305912, 5220083, 4408431, 61845511, 4741098 ] (mod251)
=[23, 36, 118, 122, 210].
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Following another example where p,=251, p,=18072001,

the p-array is % 1° of equation (4) and the ciphertext is

&iphers |° of equation (14), the resultant first modulo opera-
tion result and second modulo operation result would be as
follows:

(16)
(Een 87 %) (mod18072001) =
(2642300, 3569758, 1907467, 3871797, 3041577

= [2642300, 3569758, 1907467, 3871797, 3041577] (mod251)
=[23, 36, 118, 122, 210]

It is noted from equations (15) and (16) that the first
convolution module 321 acquires the same second modulo

operation result (§7, I°= §7' 1°=[23,36,118,122,210]) by using
different ciphertexts &irer I° and Eipiers °.

[0087] In step S82, the second convolution module 322
computes a second convolution result of the second modulo

operation result 57} 1" and the first reference inverse p-array
F 1" that serves as the private key Kpﬁvate, performs
modulo operation on the second convolution result modulo
the first reference prime p, to obtain a plaintext array 57 ™,
which has m number of decrypted numerical components
and which is defined as % |™=i5 "€ ¢, |"(mod p,).
Following the previous example where p,=251, the private
key K, is ¢ ,5,1° in equation (6) and the second modulo

operation results is §7 1° in equation (15), the obtained
plaintext array # 1° would be:

rivate

L s S |5

S = SR P& F g, (mod 251)
= [23, 36, 118, 122, 2103 [164, 128, 92, 223, 74] (mod251)
=[72, 101, 108, 108, 111] = Hello.

[0088] It can be seen that the obtained plaintext array f7 I°
is identical to the data array %7 |° in equation (10). Accord-
ingly, the receiving end 3 can successfully obtain the plain-
text “Hello” by converting all the decrypted numerical
components of the plaintext array §7 |° into characters.

[0089] Referring to FIGS. 1 and 2 again, when the
encrypted communication system 100 needs to perform key
refresh, the public key generation module 18 of the key
server 1 may be used to perform step S40 (see FIG. 4) for
generating, with respect to a key-generation randomization
array Rl (eg, B I(lzo)s) that is different from the
key-generation randomization array £ |;)™ used to generate
the original public key K., an updated public key
K*, e (€8, jr?pubh.cls in equation (9)) that is paired with
the private key K,,;,,., based on the second reference
inverse p-array ¥ ,|™, the first reference prime p,, the
second reference prime p,, and the key-generation random-
ization array f##l,)™. Similarly, the updated public key
K* , su. can be represented as f¢t ,,,,,.|"=Rand(‘Z ,,I",p,,&)
(mod pz)?pl(‘?pszl’" ® " )(mod p,), denoted as
K* ipizc=(B pupnic518072001). Then, the key server 1
transmits the updated public key K* ;.. to the transmitting
end 2 via the communication channel (C2), and the proces-
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sor 22 of the transmitting end 2 updates the public key

K, .51 to the updated public key K*,, . in the storage unit
[0090] After the update of the public key in the storage

unit 21, the processor 22 of the transmitting end 2 can use
the updated public key K*,,,,,., the second reference prime
p», and the encryption randomization array F I(z,” to per-
form the encryption procedure on the data array %7 1™, and
acquire another ciphertext &xphe* with respect to the updated
public key K*, ... and the encryption randomization array
® ls". The ciphertext &phert has m number of encrypted
numerical components, and is transmitted to the receiving
end 3 via the communication channel (C1) by the processor
22 of the transmitting end 2. Following the previous
example where m=4, b=120, the data array is §j1° in
equation (10) and the public key is K* . in equation (9),
when 71 3)>= Forpa | 120, =[33,81,78,19,14], the resultant
ciphertext Eiphert I° would be
Gipher® P=[18005199,1895209,12634479,5802146,
12936752] (17).

[0091] In another case where % I(Z;)SZEM,W I(120)5:[13,
25,19,92,54], the resultant ciphertext &mret |° would be:

Giphert 15=[17286247,11666092,5342822,6738991,
2826645] (18)

[0092] When the processor 32 of the receiving end 3
receives the ciphertext &giert from the transmitting end 2,
the processor 32 uses the private key K, the p-array

rivated
“? 1™, the first reference prime p, and the second reference
prime p, to perform the decryption procedure on the cipher-
text Eghet, sO as to acquire the plaintext array 7 17.
Following the previous example where p =251,
p,=18072001, the p-array is 7 |° in equation (4) and the
ciphertext is &ghet |° in equation (17), where the resultant
first modulo operation result and second modulo operation
results 7 1> would respectively be:

e P F1) (mod18072001) =
[4541115, 4066487, 3590422, 3912710, 4450691]

¢ = [4541115, 4066487, 3590422, 3912710, 4450691] (mod 251)
=[23, 36, 118, 122, 210]

In another example where p,;=251, p,=18072001, the p-ar-

ray is % I° in equation (4) and the ciphertext is &gt I° in
equation (18), the resultant first modulo operation result and
second modulo operation result 57 1> would respectively be:

Eirrert PEF ) (mod18072001) =
[3669141, 3982904, 4102462, 3585155, 3217277]

i I° = [3669141, 3982904, 4102462, 3585155, 3217277] (mod251)
=[23, 36, 118, 122, 210].

[0093] It should be noted that even if the receiving end 3
receives different ciphertexts (e.g., &atert I° and &rert 1°) that
are encrypted using the updated public key K*, .., the
same second modulo operation result (i I°= % [°=[23,36,
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118,122,210]) can be obtained using the private key K,
so the same plaintext can be obtained.

[0094] Accordingly, it is known from the above detailed
descriptions that:

[0095] 1. The post-quantum asymmetric key generation
system 10 can perform the asymmetric key generation
procedure to generate a plurality of private keys by using
only a single arithmetic function or classical string in
cooperation with different combinations of the first param-
eter set I, the second parameter set S, the first reference
prime p, and the second reference prime p,;

[0096] 2. For a specific private key, the post-quantum
asymmetric key generation system 10 can generate a plu-
rality of public keys each paired with the private key by use
of a soft key reset algorithm, which is fast and which does
not require recalculating the private key, so the key server 1
may perform key refresh more easily.

[0097] 3. There is no unique way to generate the p-array.
Some randomness can be added to the p-vector by zero
padding, or adding randomness to the creation of the p-array.
[0098] 4.Key space may be increased by selecting a larger
parameter m, so to increase difficulty for the brute force
attack. In this embodiment, selections of m=5 and p,=251
are only for convenience of explanation. In a case where
m=16 or even m=64, the possible key space may become so
big that a brute force attack will take an absurd amount of
time to succeed. The size of the message space and key
space will contain a huge number of possibilities, making
the brute force attack not work.

[0099] Table 1 lists experiment results of time required for
encryption and decryption on different lengths of messages
using the encrypted communication system 100 under a
hardware specification of an octa-core processor and 32 GB
RAM (random access memory).

rivate’

TABLE 1
Length of message Time for encryption Time for decryption
(bytes) (ms) (ms)

4 0.000193 0.001184

8 0.000225 0.001224

16 0.000279 0.000759

32 0.000399 0.001048

64 0.000687 0.001526

128 0.000886 0.002171

196 0.000997 0.002934

Based on the data in Table 1, it is known that use of the
encrypted communication system 100 of this disclosure may
reduce the time required for encryption and decryption by
hundreds of times in comparison to the conventional AES
and RSA protocols regardless of the length of message.
Apparently, the encrypted communication system 100 of
this disclosure can significantly increase speeds of encryp-
tion and decryption.

[0100] In the embodiment of this disclosure, the public
key and the private key are generated based on the arithmetic
function or classic strings, the p-vector, and the p-array
which is essentially a vector, allowing encryption and
decryption on a relatively large amount of data, and thereby
enhancing speeds of encryption and decryption and ensuring
security of data. The proposed encrypted communication
system can ensure post-quantum security, namely, being
capable of effectively resisting attack from post-quantum
computers. Because of properties of the p-vector and p-ar-






