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POST-QUANTUM ASYMMETRIC KEY
CRYPTOSYSTEM WITH ONE-TO-MANY
DISTRIBUTED KEY MANAGEMENT BASED
ON PRIME MODULO DOUBLE
ENCAPSULATION

CROSS-REFERENCE TO RELATED
APPLICATION

This application claims priority of Taiwanese Invention
Patent Application No. 107134068, filed on Sep. 27, 2018.

FIELD

The disclosure relates to an asymmetric key generation
method, and more particularly to a lattice algebra based
post-quantum asymmetric key generation method and sys-
tem, key-refresh method, encryption method, decryption
method, and encrypted communication system.

BACKGROUND

Classical cryptosystems can be classified into two main
categories: symmetric key algorithms and asymmetric key
algorithms. The symmetric key algorithms, such as AES
(advanced encryption standard), use shared key to perform
encryption and decryption. The asymmetric key algorithms
use different keys, namely, paired public key and private
key, to perform encryption and decryption. For example,
RSA is one of the first public-key cryptosystems and is
widely used for secure data transmission; NTRU (number
theory research unit) is another asymmetric key algorithm;
and ECC (elliptic curve cryptography) is an approach to
public key cryptography based on the algebraic structure of
elliptic curves. Implementations of the symmetric key algo-
rithms require a secure channel for key exchange between
two parties. Although a secure channel is not necessary for
implementations of the asymmetric key algorithms, the
asymmetric key algorithms may require relatively large
amount of computation for generation of the paired keys,
encryption and decryption. In comparison to RSA, although
ECC may provide better security, more time is required on
encryption and decryption.

The classical cryptosystems may have the following
drawbacks:

1. Protocols for current asymmetric key algorithms cannot
send large amounts of data in a short amount of time,
because encryption and decryption are done for one char-
acter at a time.

2. Current asymmetric key algorithms use a public key
and a private key that have the same mathematical charac-
teristics such as belonging to the same algebraic group, ring
or vector space, and that are similar in nature, so they are
prone to plaintext attack or brute force attack.

3. For current asymmetric key algorithms, if a user
changes his/her public key for a new one, all the other users
need to update their private keys to be paired with the new
public key, otherwise any possible communication from a
user who keeps on using the old private key would be
invalid.

4. If a system setup requires everyone to make a key
refresh, a centralized entity that indicates the key refresh
time is needed.

5. The integer factorization-based algorithms (e.g., RSA,
DSA) or the discrete logarithm problem based algorithms
(e.g., SCC) are weak against Shor’s and Grover’s algorithms
based post-quantum attacks.
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2

6. Distributed key refresh does not exist in the networks
using RSA, AES and NTRU because the distributed key
refresh is not part of the fundamental definition of the
protocols for these cryptosystems.

7. Classical public key cryptosystems have tightly
coupled public-private keys (i.e., each public key is paired
with only a unique private key). Attacks on one of the paired
keys often reveal information of the other one.

SUMMARY

Therefore, an object of the disclosure is to provide a
lattice algebra based post-quantum asymmetric key genera-
tion method and system, a key-refresh mechanism, an
encryption method, a decryption method, and an encrypted
communication system that can alleviate at least one of the
drawbacks of the prior art.

According to the disclosure, the post-quantum asymmet-
ric key generation method is implemented by a processing
unit, and includes:

A) generating, based on a prime p and one of an arithmetic
function and a classical string that serves as a seed, a vector

—
denominated p-vector and denoted as f , that depends on
the prime p and that has an infinite number of components,

—
wherein the p-vector f , is defined as:

=5 ST @, - - . 1,

where f represents said one of the arithmetic function and
the classical string that serves as the seed;

B) defining the concept of instance as I=(p, s, t), where p
is a prime, and s and t are user-defined positive integers;

=
C) generating, based on the p-vector f , and the instance

I=(p, s, 1), a p-array 7 | " that has m number of compo-
nents and that relates to the prime p and that is defined as:

t

Tl = D

i=0

L F(prrmey,

wherein the p-array 7 |, can also be represented as 7 I
if I=(p, s, t) is known;
D) based on the p-array 7 I, generating an associated

matrix [ "] that is defined as:

FIO) FIW . FPm-1)
o |- @ -2
= o -

FIW O FI@ . IO

where 7 1(j) represents a (j+1)” one of the m number of
components of the p-array, O<j=(m-1);

E) based on the associated matrix [7 ] and a modulus
£ which is a user-defined positive integer, generating an
inverse p-array ‘#,1” with respect to the modulus ¢, which
is defined as:

Berm=(Le 10, ... 00IF rymod £,
where Z; represents an inverse modulus of a determinant of

the associated matrix [*F I”"] with respect to the modulus ¢,
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and is defined as: L :=(det[7 I™])"!(mod ¢), and [ I"]*

represents an adjoint matrix of the associated matrix [7 1],

F) arbitrarily selecting a first reference prime p,, and
determining a second reference prime p,, based on a pre-
determined criterion that relates to the first reference prime
p;, @ greatest one of the m number of components of the

p-array ‘7 I which is denoted by b, a first reference positive
integer &, and a second parameter set S that is composed of
the parameter m, a second reference positive integer b and
a third reference positive integer r, wherein the predeter-
mined criterion includes p,>max(p,mab,mbr);

() acquiring a first reference inverse p-array ‘¥, I and a
second reference inverse p-atray by ‘%, I by respectively
making the first reference prime p, and the second reference
prime p, serve as the modulus ¢ in the inverse p-array
F. 1", the first reference inverse p-array ¢, I serving as a
private K,,,;, . which is defined as K ,,,,..=(7 1”,p,,4); and

H) generating a public key K, ;. with respect to the
second reference inverse p-array # ", the first reference
prime p,, the second reference prime p,, and the key-
generation randomization array # |,™, wherein the key-
generation randomization array F |;™ has m number of
numerical components between 0 and the first reference
positive integer &, and the public key K,,, ;. is paired with
the private key K, ., and is an array % ,,,,.|" that
includes m number of numerical components and that is also

e -l m
denoted Kpublici( K publicl 5p2)5

% pusuc " =Rand(F ,|".p,.8)(mod p,);

as representing

wherein Rand(7 ,,|",p;,8) is a key-generation random-
ization function of the second reference inverse p-array
‘# ,,I™ with respect to the key-generation randomization
array ‘I_;’ l@™s and is deﬁned as Rand(‘# ,I",p;,8)=p,(
Fp.I"® 7™, where & represents a convolution mul-
tiplication operator.
According to this disclosure, the encryption method is
implemented by a processor, and includes:
using the public key K, generated according to the
post-quantum asymmetric key generation method of
this disclosure, the second reference prime p, used in
the post-quantum asymmetric key generation method
of this disclosure, and an encryption randomization

array % l¢5™ that has m number of numerical compo-
nents between 0 and the second reference positive
integer b used in the post quantum asymmetric key
generation method of this disclosure to perform an
encryption procedure on a data array §j | that corre-
sponds to a plaintext to be transmitted and that has m
number of numerical components, and acquiring a
ciphertext &ipher I with respect to the encryption ran-

domization array % I;™, wherein the ciphertext
Eher | has m number of encrypted numerical compo-
nents.
According to this disclosure, the decryption method is
implemented by a processor, and includes:

using the p-array 7 1", the private key K, .. the first
reference prime p, and the second reference prime p,
that are used in the post-quantum asymmetric key
generation. Method of this disclosure to perform a
decryption procedure on a ciphertext &qgher I, and
acquiring a plaintext array #7 |” that has m number of
decrypted numerical components, wherein the cipher-
text Eher ™ 1s generated by:
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using the public key generated according to the post-
quantum asymmetric key generation method of this
disclosure, the second reference prime p, used in the
post-quantum asymmetric key generation method of
this disclosure, and an encryption randomization array
‘F |y that has m number of numerical components
between 0 and the second reference positive integer b
used in the post-quantum asymmetric key generation
method of this disclosure to perform an encryption
procedure on a data array §7 I that corresponds to a
plaintext to be transmitted and that has m number of
numerical components, and acquiring the ciphertext
Giher | that relates to the encryption randomization
array # 1z and that has m number of encrypted
numerical components.

According to this disclosure, the post-quantum asymmet-

ric key generation system includes:

a p-vector generation module configured to generate,
based on a prime p and one of an arithmetic function
and a classical string that serves as a seed, a p-vector

—
¥ , that relates to the prime p and that has an infinite

—
number of components, wherein the p-vector f, is
defined as:

TN EOFE, - -1,

where f represents said one of the arithmetic function and
the classical string that serves as the seed;

a p-array generation module coupled to said p-vector

generation module, and configured to generate, based

-
on the p-vector f,, a p-array 7|,/ that has m
number of components and that relates to the prime p
and that is defined as:

7l ZO . L f (i),

where each of parameters m, s and t is a user-defined

positive integer, and the prime p and the parameters s, t

cooperatively compose a first parameter set I, and wherein

the p-array ‘7 | is also represented as 7 1™;

an associated matrix generation module coupled to said
p-array generation module, and configured to generate,

|7Vl

based on the p-array 7 ', an associated matrix [7 1]

that is defined as:

FIO)  FIW) o FPm- 1)
oy | T T -2
FIW T . FIO)

where 7 1(j) represents a (j+1)” one of the m number of
components of the p-array, O<j=(m-1);

an inverse p-array generation module coupled to said

associated matrix generation module, and configured to

generate, based on the associated matrix [F 1] and a
modulus ¢ which is a user-defined positive integer, an

inverse p-array ‘#, 1" with respect to the modulus £,
which is defined as:

Ferm=(Le 10, ... 007 r)mod £),
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where L; represents an inverse modulus of the determinant
of the associated matrix [*7 I”"] with respect to the modulus
¢, and is defined as: L. :=(det|71™])"'(mod ¢), and
[7 I""]* represents an adjoint matrix of the associated matrix
[7 1"
a reference prime determining module configured to arbi-
trarily select a first reference pride p,, and to determine
a second reference prime p, based on a predetermined

criterion that relates to the first reference prime p,, a
greatest one of the m number of components of the

p-array ‘7 I which is denoted by b, a first reference
positive integer &, and a second parameter set S that is
composed of the parameter m, a second reference
positive integer b and a third reference positive integer
r, wherein the predetermined criterion includes p,>max
(p,m&b,mbr);

a private key generation module coupled to said inverse
p-array generation module and said reference prime
determining module, and configured to acquire a first
reference inverse array ¥, |™ by making the first
reference prime p, serve as the modulus £ in the

inverse p-array ‘1™, the first reference inverse p-array
¥, |" serving as a private key K, which is
defined as K,,,;,.,,.~(7 I".,p;,2); and

a public key generation module coupled to said inverse
p-array generation module and said reference prime
determining module, and configured to acquire a sec-
ond reference inverse p-array #,,I" by making the
second reference prime p, serve as the modulus ¢ in

rivate’d

the inverse p-array ‘F,|™, and to generate a public key
K,..s1. With respect to a key-generation randomization
array ‘#lg)" based on the second reference inverse
p-array ‘1", the first reference prime p;, the second
reference prime p,, and the key generation randomiza-
tion array ‘# |5)", wherein the key-generation random-
ization array # | ;" has m number of numerical com-
ponents between 0 and the first reference positive

integer &, and the public key K, ;. is paired with the

private key K, 4., and is an array % ;. that
includes m number of numerical components and that
is also denoted as K, =(F ,.su.l"P2), representing
3(% publiclm::Rand((.-l?pzlmipliﬁ)(mOd p2)5
wherein Rand( ¥ ,,I",p,,8) is a key generation random-
ization function of the second reference inverse p-array
# ,,|™ with respect to the key-generation randomization
array ‘% I, and is defined as Rand(‘# ,, |",p;.8)=p, (¥ ,,I"
@ 7 ™), where & represents a convolution multiplica-
tion operator.
According to this disclosure, the encrypted communica-
tion system includes:
a key server including:
a p-vector generation module configured to generate,
based on a prime p and one of an arithmetic function

and a classical string that serves as a seed, a p-vector
—

¥, that relates to the prime p and that has infinite

—
number of components, wherein the p vector f , is
defined as:

oIS @, - 1,

where f represents said one of the arithmetic function and
the classical string that serves as the seed;
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a p-array generation module coupled to said p-vector
generation module, and configured to generate, based

—
on the p-vector f,, a p-array 7|,/ that has m
number of components and that relates the prime p and
that is defined as:

t

7N = D T (e,

i=0

where each of parameters m, s and t is a user-defined
positive integer, and the prime p and the parameters s, t
cooperatively compose a first parameter set I, and wherein
the p-array 7 |,/ is also represented as
an associated matrix generation module coupled to said
p-array generation module, and configured to generate,

o ym,
7™

based on the p-array 7 ", an associated matrix [‘7 1]

that is defined as:

GO FIW) . FMm -1
| =) FIO) e Fm=2)
(71"l = . . . )

P IR . FIMO)

where 7 1"(j) represents a (j+1)* of the m number of
components of the p-array, O<j=(m-1);

an inverse p-array generation module coupled to said

associated matrix generation module, and configured to

generated, based on the associated matrix [ 1] and a
modulus € which is a user-defined positive integer, an

inverse p-array ‘F,|™ with respect to the modulus £,
which is defined as:
Borm=(Le110, ... 00T M®)mod £),

where Z; represents an inverse modulus of a determinant of
the associated matrix [%7 1”"] with respect to the modulus ¢,
and is defined as: L :=(det[F I"])"'(mod ¢), and [ I"]*

represents an adjoint matrix of the associated matrix [‘7 1],
a reference prime determining module configured to arbi-
trarily select a first reference prime p,, and to determine

a second reference prime p, based on a predetermined
criterion that relates to the first reference prime p,, a
greatest one of the m number of components of the

p-array ‘7 I which is denoted by b, a first reference
positive integer &, and a second parameter set S that is
composed of the parameter m, a second reference
positive integer b and a third reference positive integer
r, wherein the predetermined criterion includes p,>max
(p,méb,mbr);

a private key generation module coupled to said inverse
p-array generation module and said reference prime
determining module, and configured to acquire a first
reference inverse p-array ¢, |”" by making the first
reference prime p, serve as the modulus £ in the

inverse p-array ‘. 1", the first reference inverse p-array

" serving as a private key K, ., which is
defined as K,,,,,,,=~(7 1”,p,,8); and

a public key generation module coupled to said inverse
p-array generation module and said reference prime
determining module, and configured to acquire a sec-
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ond reference inverse p-array ¢ ,,I" by making the
second reference prime p, serve as the modulus ¢ in

the inverse p-array ‘#,1™, and to generate a public key
K, 41 with respect to a key-generation randomization
array ‘f )" based on the second reference inverse
p-array ¢ ,,|", the first reference prime p,, the second
reference prime p,, and the key-generation randomiza-
tion array ‘# | 5", wherein the key-generation random-
ization array % | ;™ has m number of numerical com-
ponents between 0 and the first reference positive
integer &, and the public key K, ;. is paired with the

private key K, 4., and is an array ® ;| that

includes m number of numerical components and that

is also denoted as K,,,;=(% I",p,), representing

% publiclm::Rand( (?p2|m5p155)(m0de p2);

wherein Rand(‘# ,,,I",p,4) is a key generation random-
ization function of the second reference inverse
p-array ¥ ,I" with respect to the key-generation
randomization array 7 |;,”, and is defined as Rand(
?h'msplsﬁ):ﬁ(?m'm & Fls™), where & repre-
sents a convolution multiplication operator;

a transmitting end including a first that stores the public
key K, ;.. the second reference prime p, and the
second reference positive integer b, and a first proces-
sor coupled to said first storage unit; and

a receiving end including a second storage unit that stores

the private key K., the p-array 717, the first
reference prime p, and the second reference prime p,,
and a second processor coupled to said second storage
unit;
wherein, for a data array §7|™ that corresponds to a
plaintext to be transmitted to the receiving end and that
has m number of numerical components, said first
processor uses the public key K, and the second
reference prime p, that are stored in said first storage
unit, and an encryption randomization array # | z"
that has m number of numerical components between 0
and the second reference positive integer b, to perform
an encryption procedure on the data array §7 I, and
acquires a ciphertext &gher | with respect to the
encryption randomization array ‘F | ;,", and said trans-
mitting end transmits the ciphertext &gher I to said
receiving end via a first communication channel,
wherein the ciphertext &pher I has m number of
encrypted numerical components;
wherein, upon receipt of the ciphertext &zrer | by said
second processor, said second processor uses the private key

K, ivaz the p-array ‘7 |, the first reference prime p, and the
second reference prime p, that are stored in said second
storage unit to perform a decryption procedure on the
ciphertext &gher I, and acquires a plaintext array 37 I that
has m number of decrypted numerical components and that

is identical to the data array §7 1™.
BRIEF DESCRIPTION OF THE DRAWINGS

Other features and advantages of the disclosure will
become apparent in the following detailed description of the
embodiment(s) with reference to the accompanying draw-
ings, of which:

FIG. 1 is a block diagram illustrating an embodiment of
the encrypted communication system according to the dis-
closure;

FIG. 2 is a block diagram illustrating a key server of the
encrypted communication system;
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FIGS. 3 and 4 cooperatively form a flow chart illustrating
steps of a key generation procedure according to the disclo-
sure;

FIG. 5 is a block diagram illustrating a transmitting end
of the encrypted communication system;

FIG. 6 is a block diagram illustrating a receiving end of
the encrypted communication system;

FIG. 7 is a flow chart illustrating steps of an encryption
procedure according to the disclosure; and

FIG. 8 is a flow chart illustrating steps of a decryption
procedure according to the disclosure.

DETAILED DESCRIPTION

Before the disclosure is described in greater detail, it
should be noted that where considered appropriate, refer-
ence numerals or terminal portions of reference numerals
have been repeated among the figures to indicate corre-
sponding or analogous elements, which may optionally have
similar characteristics.

Referring to FIG. 1, the embodiment of the encrypted
communication system 100 according to this disclosure is
shown to include a key server 1, and a plurality of user ends.
Each user end may communicate with another user end
based on a communication protocol that uses an encryption
procedure and a decryption procedure. Each user end may
serve as a transmitting end when transmitting messages, and
serve as a receiving end when receiving messages. FIG. 1
simply exemplifies two user ends, one of which serves as a
transmitting end 2 and the other one of which serves as a
receiving end 3, but this disclosure is not limited in this
respect. The transmitting end 2 includes a storage unit 21,
and a processor 22 coupled to the storage unit 21. The
receiving end 3 includes a storage unit 31, and a processor
32 coupled to the storage unit 31. In this embodiment, the
key server 1 is independent from the transmitting end 2 and
the receiving end 3. However, the key server 1 may be
integrated within the transmitting end 2 in other embodi-
ments.

The key server 1 is configured with a post quantum
asymmetric key generation system 10. Referring to FIG. 2,
the post-quantum asymmetric key generation system 10
includes a p-vector (prime vector) generation module 11, a
p-array (prime array) generation module 13 coupled to the
p-vector generation module 11, an associated matrix gen-
eration module 14 coupled to the p-array generation module
13, an inverse p-array generation module 15 coupled to the
associated matrix generation module 14, a reference prime
determining module 16, a private key generation module 17
coupled to the inverse p-array generation module 15 and the
reference prime determining module 16, a public key gen-
eration module 18 coupled to the inverse p-array generation
module 15 and the reference prime determining module and
a storage module 19 coupled to the p-array generation
module 13, the reference prime determining module 16, the
private key generation module 17 and the public key gen-
eration module 18. It is noted that the p-vector generation
module 11, the p-array generation module 13, the associated
matrix generation module 14, the inverse p-array generation
module 15, the reference prime determining module 16, the
private key generation-module 17 and the public key gen-
eration module 18 may be integrated within a processor (not
shown), but this disclosure is not limited in this respect.

Before use of the encrypted communication system 100,
the key server 1 generates asymmetric keys (e.g., a private
key and at least one public key that is paired with the private
key) for encryption and decryption. FIG. 3 and FIG. 4
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cooperatively exemplify how the post-quantum asymmetric
key generation system 10 exemplified in FIG. 2 performs an
asymmetric key generation procedure.

In step S31, the p-vector generation module 11 generates,
based on a prime p and one of an arithmetic function and a
classical string (e.g., a sequence of integers, or characters
which can be mapped to integers, such as ASCII codes) that
serves as a seed (i.e., either the arithmetic function or the

—
classical string serves as the seed), a p-vector f , that relates
to the prime p and that has an infinite number of compo-

-
nents. In this embodiment, the p-vector f , is defined as:

T 05T @, - - . 1,

where f is either the arithmetic function or the classical
string that serves as the seed (for the latter case, f(p”)
represents the n-th character in the classical string).

In one example, the seed is exemplified as an arithmetic
function f(p”) of:

in case n=0, f(p”)=1; and

in case n>0,

F(")=(=1)"x(the »™ number of the fractional part of
2 ®

In step S32, the p-array generation module 13 generates,

—
based on the p-vector f,, a p-array 7 I, that has m
number of components and that relates to the prime p and

that is defined as

t

=3 L,

i=0

g

7, fprm),

st

where each of parameters m, s and t is a user-defined
positive integer, and the prime p and the parameters s, t
cooperatively compose a first parameter set I (also referred
to as I=(p, s, t) hereinafter). The representation of the p-array
R d | m

7 |, may be simplified as 7 |”" hereinafter. For example,

when [=(3, 0, 1) and m=5, the p-vector ?3 and the p-array

% 3lo,,> (or simply %7 I°) can be obtained as the following
equations (2) and (3), respectively.

Fy=11,-7,3,-2,0,-5,0,-8,0, -7, ... ] @

FA =[1-5-7+0,3-8-240,0-7] ©)]

0,1
=[-4, -7, -5, -2, -7].

As another example, let 7 1> below be given by a secret
function f and a secret instance I:

T 1P=[2,81,27,9.3] @

The above two examples exemplarily show how the
p-array is generated based on the seed and the first parameter
set 1. By saving the first parameter set I, the corresponding
p-array can be obtained based on the seed at any time.

In step S33, the p-array generation module 13 determines
whether each of the m number of components of the p-array
I is not zero. When the determination is affirmative (i.e.,
all of the m number of components of the p-array 7 | are
non-zero), the p-array generation module 13 outputs the

p-array 7 1 to the associated matrix generation module 14,
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and stores the p-array ¥ I into the storage module 19 (step
934). As an example, all of the five components of the
p-array ‘71" as shown in each of equations (3) and (4) are
not zero. When the p-array generation nodule 13 determines

that any one of the m number of components of the p-array

7 1™ is zero, the flow goes back to step S32 for the user to
apply a different first parameter set I (i.e., at least one of the
prime p and the parameters s, t in the new first parameter set
1 is different from that in the original first parameter set I) to
step S32. Step S32 may be repeated with different first
parameter sets | until the determination in step S33 is
affirmative.

In step S35, the associated matrix generation module 14
generates an associated matrix [ ] based on the p-array
7 1™ received from the p-array generation module 13, and
outputs the associated matrix [%7 1] to the inverse p-array

generation module 15. The associated matrix [%1™] is
defined as:

IO FI)
FIMm—1) FI"(0)

e FMm=1)
o FMm—-2)

(71" =

>

WO . FO)

where 7 I”'(j) represents a (j+1)” one of the m number of
components of the p-array, O<j=(m-1). Following the p-ar-
ray 7 I in equation (4), the associated matrix [ |°] gener-
ated by the associated matrix generation module 14 would
be as shown in equation (5).

2 81
3 2
9 3 2
279 3
81 27 9

279 3
27 9
81 27
2 81

3 2

®

[7r1=

In step S36, based on the associated matrix [ I] and a
modulus £ which is a user-defined positive integer, the
inverse p-array generation module 15 generates an inverse

p-array ‘F,1™ with respect to the modulus €. The inverse
p-array generation module 15 outputs the inverse p-array
B I to the private key generation module 17 and the public

key generation module 18. The inverse p-array ‘F, 1™ is
defined as:

Ferm=(Lg 1,0, .. 0][ Lg m*)mod £),

where ‘F, represents an inverse modulus of a determinant of
the associated matrix [ ‘7 1”"] with respect to the modulus ¢,
and is defined as: Z¢:=(det[7 I™])"!(mod ¢), and [ I"]*
represents an adjoint matrix of the associated matrix ['7 1].

In step S37, the reference prime determining module 16
arbitrarily selects a first reference prime p,, and determines

a second reference prime p, based on a predetermined
criterion that relates to the first reference prime p,, a greatest

one of the m number of components of the p-array 7 |
which is denoted by b, a first reference positive integer a,
and a second parameter set S that is composed of the
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parameter m a second reference positive integer b and a third
reference positive integer r. The predetermined criterion
includes p,>max(p,mib,mbr). The reference prime deter-
mining module 16 outputs the first reference prime p, to the
private key generation module 17, outputs the first reference
prime p, and the second reference prime p, to the public key
generation module 18, and stores the first reference prime p,
and the second reference prime p, in the storage module 19.
Following the example of equation (4), it is obtained that

b=max(% 1°)=81. In addition, under an exemplary condition
of S=(m, b, r)=(5, 120, 120) and =120, when the reference
prime determining module 16 selects p,=251, the predeter-
mined criterion would include:

P2>p1mab=251x5x120x120=8072000,
P2>mbr=5x81x120=48600,

so it may be determined, for example, that p,=18072001, but
this disclosure is not limited in this respect as long as the
predetermined criterion is satisfied.

In step S38 that follows steps S36 and S37, the private key
generation module 17 makes the first reference prime p,

serve as the modulus ¢ in the inverse p-array ‘F, 1™, so as to

acquire a first reference inverse p-array ‘@, |". The first
reference inverse p-array pll’" serves as a private key
Korivare (€5 Kppiare=F pllm ), which is defined as
K, ivare=(F I”,p1,8). The private key generation module 17
stores the first reference inverse p-array ¢, I in the storage

module 19. Following the previous example of equation (5)

with p,=251, since det([%7 I°])=68(mod 251), it can be
obtained that L,5,=(68)"*(mod 251)=48, and the private key
K is acquired to be:

‘private

Kprivare = F 5, ° = (7P, 251, 120) = (Lasy [1. 0, ... , 0] [FF]) (©)

(mod251) = [164, 128, 92, 223, 74]

In step S39 that follows steps S36 and S37, the public
generation module 18 makes the second reference prime p,

serve as the modulus ¢ in the inverse p-array ‘#, 1™ to as to
acquire a second reference inverse p-array F, lm™, and
stores the second reference inverse p-array ‘#,, I into the
storage module 19. Following the previous example where
m=5, p=3, p,=18072001 and  a=120, since
det([ % 1°])=16142697(mod 18072001) and

L, c07200,=161426971=17712763(mod  18072001), it is
obtained that:

5
P o001 I© = (7 15, 18072001, 120) 0]

= (Lisor2001 [1. 0, ..., OI[F I°T")
=[1287507, 11026277, 11798464, 16030112, 7400741]

In step S40, the public generation module 18 generates a
public key K., with respect to a key-generation random-
ization array ‘7 | ;)" based on the second reference inverse
p-array ¢, 1", the first reference prime p,, the second
reference prime p,, and the key-generation randomization
array % l)". The key-generation randomization array
‘F @™ has m number of numerical components between 0
and the first reference positive integer & (including O and &)
(e.g., m number of random integers between 0 and a). The
public key K, ;.. is paired with the private key K,,,,,...- In
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this embodiment, the public key K ,, .. is an array %, ,,.\"™
that includes m number of numerical components and that is

also denoted as K, ,/,.~(% ,.n"D2): representing

? ublzcl 7Rand(§? splsa)(mOd p2) Rand(? splsa) 15

ey generatron randomization function of the second
reference inverse p-array ‘¥, |" with respect to the key-
generatron randomization array # ", and is defined as
Rand(¥ ,, ,pl,a)ﬂpl(‘ff‘p2 @ Fly"), where @ repre-
sents a convolution multrphcatlon operator Following the
previous example where m=5, p=3, p,=251, p,=18072001,
8=120 and ¥ |307200:1° 10 equation (7), in a case where an
exemplary key-generation randomization array that is
assumed to be F |(120) =[98,83,38,114,4] is used, the public
key K puvtic A8 obtained by using the private key K, in
equation (6) as:

®

e |

e 5
T sl = Rand(# g0 P, 251, 120) (mod18072001)

=251 ¢

5
< 18072001| 31, 120@}:

(120)
=[13126654, 5728821, 15683333, 5171087, 12284834].

] (mod1 8072001)

However, the pubhc key K, 5. that is obtained using the
private key K .. in equation (6) is not limited to such. If
another exemplarily key-generation randomization array
that is assumed to be &t I(120)5:[58,53,7,85,90] is used by
the pubhc key K*, ;. is obtained using the private key
K, ivare 10 €quation (6) as:

B P—117687579,12818350,12426167,

13811533,109530556] )

In other words, the public key generation module 18 may

generate different public keys that are paired with the same

private key K,,,,. by using different key-generation ran-

domization arrays, favoring the key server 1 in refresh of the
public key.

After completion of the asymmetric key generation pro-
cedure, the key server 1 transmits the public key K, ;.. (in
the case the public key K, ;. is generated), the second
reference prime p, and the second reference positive integer
b to the transmitting end 2 via a communication channel
(C2, see FIG. 1) between the key server 1 and the transmit-
ting end 2, and transmits the private key K the

private’
p-array ‘717, the first reference prime p, and the second
reference prime p, to the receiving end 3 via a communi-
cation channel (C3, see FIG. 1) between the key server 1 and
the receiving end 3.

Referring to FIG. 5, the processor 22 of the transmitting
end 2 stores the pubhc key K, 5z the second reference
prime p, and the second reference positive integer b received
from the key server 1 into the storage unit 21. In this
embodiment, the processor 22 is configured to have a text
conversion module 221, an encryption randomization func-
tion generation module 222, and a ciphertext generation
module 223 coupled to the text conversion module 221 and
the encryption randomization function generation module
222.

Further referring to FIG. 7, an encryption procedure
performed by the transmitting end 2 is illustrated. In step
S71, the text conversion module 221 uses a predetermined
character-to-numeric technique, such as ASCII code, to
convert a plaintext that is to be encrypted and that has m
number of characters into a data array §f ™ that has m
number of numerical components. In detail, each of the m



US 11,218,308 B2

13
number of numerical components of the data array §7 I is
between 0 and the first reference positive integer &, and
represents a corresponding one of the m number of charac-
ters of the plaintext. For example, in a case the plaintext is
“Hello” (i.e., m=5), the data array §j |° that obtained based
on the ASCII code would be:

§F 19=[72,101,108,108,111] (10),

but this disclosure is not limited to any specific character-
to-numeric technique.

In step S72, the encryption randomization function gen-
eration module 222 generates an encryption randomization
function % I based on the public key K, ;. and an encryp-
tion randomization array ‘F |™. The encryption random-
ization array ‘|4, has m number of numerical compo-
nents between 0 and the second reference positive integer b.
The encryption randomization function %% 1™ is defined as
#1™:=Rand( % pubﬁcl’",l,ﬁ). Following the previous
example where the second parameter set S=(m, b, r)=(5,
120, 120) and the public key K,,,,,,.= % pubthSZ[13126654,
5728821,15683333,5171087,12284834], in a case where the
encryption randomization array is exemplified as

iy =g =152,45,91,95,22)
Henorypty 120)

the resultant encryption randomization function % 1> would
be:

an

G = Rand( >, 1, 120)

e
5 public |

=[3321923152, 2842804607, 3548678919, 3013267698, 3131717969].

In another case where the encryption randomization array is
exemplified as F | =Fomm | (120, =117,23,45,90,2], the
resultant encryption randomization function & I° would be:

(12)

B = Rand(§ [ 1, 120)

=[2161360827, 1448885025, 2105056208, 1912390611, 1575374362].

In other words, the encryption randomization function gen-
eration module 222 may generate different encryption ran-
domization functions by using different encryption random-
ization arrays.

In step S73 that follows steps S71 and S72, the ciphertext
generation module 223 acquires a ciphertext &igrer I”* with
respect to the encryption randomization function % 1™ (re-
ceived from the encryption randomization function genera-
tion module 222) by performing modulo operation on a sum
of the data array §j I (received from the text conversion
module 221) and the encryption randomization function
% 1™ modulo the second reference prime p,. The ciphertext
Eiher | has m number of encrypted numerical components,
and is represented by Egrer I":=(5F "+ % |"")(mod p,). Inthe
example where the data array %} 1° and the encryption
randomization function % |° are as shown in equations (10)
and (11), the resultant ciphertext &ghar I> would be:
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13

= (57 +% 1 )imod1 8072001)
= [14747041, 5500551, 6566831, 13315640, 5261907]

In the example where the data array §7 |I° and the encryp-
tion randomization function % I° are as shown in equations
(10) and (12), the resultant ciphertext &mia I° would be:

(14)

Swerl = GF 1 + 21) (mod18072001)
= [10792780, 3125046, 8704200, 14830614, 3110386]

After completion of the encryption procedure, the trans-
mitting end 2 transmits the ciphertext &ipher 1™ to the receiv-
ing end 3 via a communication channel (C1, see FIG. 1)
between the transmitting end 2 and the receiving end 3. The
communication channel (C1) can be an unencrypted channel
by virtue of the encrypted communication system 100
according to this disclosure.

Referring to FIG. 1 and FIG. 6, the processor 32 of the
receiving end 3 stores the private key K, the p-array

rivates
‘7 1™, the first reference prime p, and the second reference
prime p, received from the key server 1 into the storage unit
31. In this embodiment, the processor 32 is configured to
have a first convolution module 321, and a second convo-
Iution module 322 coupled to the first convolution module
321.

Further referring to FIG. 8, a decryption procedure to be
performed on the ciphertext &grer |™ received by the receiv-
ing end 3 is illustrated. In step S81, the first convolution
module 321 computes a first convolution result of the

ciphertext &ghar I and the p-array 71" (i.e., Sipha " &
F1™)), performs modulo operation on the first convolution
result modulo the second reference prime p, to obtain a first

modulo operation results (i.e., &grer 1”& 7 ") (mod p,)),
and performs modulo operation on the first modulo opera-
tion result modulo the first reference prime p, to obtain a
second modulo operation result 57 1. The second modulo

operation result 57 I is defined as 57 I":=[(&zher | € F ™)
(mod p,)](mod p,). Following the previous example where
p:=251, p,=18072001, the p-array is 7 I° of equation (4)
and the ciphertext &z#a I° of equation (13), the resultant first
modulo operation result and second modulo operation result
would be as follows:

1s)

#1°) (mod18072001) =
[5305912, 5220083, 4408431, 6184511, 4741098 ]

5217 = [5305912, 5220083, 4408431, 61845511, 4741098 ] (mod251)
=[23, 36, 118, 122, 210].

Following another example where p,=251, p,=18072001,
the p-array is % 1° of equation (4) and the ciphertext is
&igher, |° of equation (14), the resultant first modulo opera-
tion result and second modulo operation result would be as

follows:
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(16)

7,I°) (mod18072001) =
[2642300, 3569758, 1907467, 3871797, 3041577]

= [2642300, 3569758, 1907467, 3871797, 3041577] (mod251)
=[23, 36, 118, 122, 210]

It is noted from equations (15) and (16) that the first
convolution module 321 acquires the same second modulo
operation result (§7, I°= §7 1°=[23,36,118,122,210]) by using
different ciphertexts Eifer 1> and Eipher |°.

In step S82, the second convolution module 322 computes
a second convolution result of the second modulo operation
result §7;, I and the first reference inverse p-array %, I” that
serves as the private key K, ..., performs modulo operation
on the second convolution result modulo the first reference
prime p, to obtain a plaintext array §7 I, which has m
number of decrypted numerical components and which is
defined as iz 1":=51"® ¥, ["(mod p,). Following the
previous example where p 17251 the private key K private is
¥ ,5,1° in equation (6) and the second modulo operation

results is §7 1° in equation (15), the obtained plaintext array
37, 1> would be:

‘n| =¥ |5
=[23, 36, 118, 122, 210]&

. [ (mod 251)
[164, 128, 92, 223, 74] (mod251)

=[72, 101, 108, 108, 111] = Hello.

It can be seen that the obtained plaintext array 7 1° is
identical to the data array %7 I’ in equation (10). Accord-
ingly, the receiving end 3 can successfully obtain the plain-
text “Hello” by converting all the decrypted numerical
components of the plaintext array §7 |° into characters.

Referring to FIGS. 1 and 2 again, when the encrypted
communication system 100 needs to perform key refresh,
the public key generation module 18 of the key server 1 may
be used to perform step S40 (see FIG. 4) for generating, with
respect to a key generatlon randomization array ﬁ‘zl(a)
(e.g., B |(120) ) that is different from the key-generation
randomization array §# )" used to generate the original
public key ubtics @ updated public key K* public (e.g.,
B s sl” i equatron (9)) that is paired with the private key
based on the second reference inverse p-array
F ,,I", the first reference prime p,, the second reference
prime p,, and the Kkey-generation randomization
array )" Similarly, the updated public key K*,,, . can
be represented as ¥ .l "=Rand(F ,,I"p 1,e~1)(m0d
PP, "6 8 "m0 ). denoted as K00
(& e ,18072001) Then, the key server 1 transmits the
updated public key K*,, .. to the transmitting end 2 via the
communication channel (C2), and the processor 22 of the
transmitting end 2 updates the public key K, ;. to the
updated public key K*,, .. in the storage unit 21

After the update of the public key in the storage unit 21,
the processor 22 of the transmitting end 2 can use the
updated public key K*, ..., the second reference prime p,,
and the encryption randomization array % |;,™ to perform
the encryption procedure on the data array §} I, and acquire
another ciphertext &iphert With respect to the updated public

key K* ;- and the encryption randomization array ‘# | ;)"

“private’
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The ciphertext e has m number of encrypted numerical
components, and is transmitted to the receiving end 3 via the
communication channel (C1) by the processor 22 of the
transmitting end 2. Followmg the preV10us example where
m=4, b=120, the data array is §7 I° in equation (10) and the
public key is K*, .4 in equation (9), when ¥ I(b)
— |§120) =[33, 81 ,78,19,14], the resultant ciphertext
Erer |° would be:

Cipher® 1=[18005199,1895209,12634479,5802146,
12936752] an.

In another case where % | b) m |(120)5 [13,25,19,92,
54], the resultant ciphertext &g 1> would be:

E‘i,vhev'l 1P=[17286247,11666092,5342822,6738991,

2826645] (18)

When the processor 32 of the receiving end 3 receives the
ciphertext &ahet from the transmitting end 2, the processor

32 uses the prlvate key K,,,,..0» the p-array 7 1™, the first
reference prime p, and the second reference prime p, to
perform the decryption procedure on the ciphertext &ipher ,
so as to acquire the plaintext array Iz 1. Following the
previous example where p,=251, p,=18072001, the p-array
is %7 1> in equation (4) and the ciphertext is &gzt |° in
equation (17), where the resultant first modulo operation
result and second modulo operation results i |°> would
respectively be:

Gt LT

) (mod18072001) =
[4541115, 4066487, 3590422, 3912710, 4450691]

5 = [4541115, 4066487, 3590422, 3912710, 4450691] (mod 251)
=[23, 36, 118, 122, 210]

In another example where p,=251, p,=18072001, the p-ar-

ray is 7 |I° in equation (4) and the ciphertext is &ghet I° in
equation (18), the resultant first modulo operation result and
second modulo operation result ##Z |° would respectively be:

FPE ) (mod18072001) =
[3669141, 3982004, 4102462, 3585155, 3217277

= [3669141, 3982904, 4102462, 3585155, 3217277] (mod251)
=[23, 36, 118, 122, 210].

i P

It should be noted that even if the receiving end 3 receives
different ciphertexts (e.g., &ihert |I° and &t I°) that are
encrypted using the updated public key K* puptic: the same
second modulo operation result (& I°=3% 1°=[23,36,118,
122,210]) can be obtained using the private key K, ,,,..... s0
the same plaintext can be obtained.

Accordingly, it is known from the above detailed descrip-
tions that:

1. The post-quantum asymmetric key generation system
10 can perform the asymmetric key generation proce-
dure to generate a plurality of private keys by using
only a single arithmetic function or classical string in
cooperation with different combinations of the first
parameter set I, the second parameter set S, the first
reference prime p, and the second reference prime p,;

2. For a specific private key, the post-quantum asymmet-
ric key generation system 10 can generate a plurality of
public keys each paired with the private key by use of
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a soft key reset algorithm, which is fast and which does
not require recalculating the private key, so the key
server 1 may perform key refresh more easily.

3. There is no unique way to generate the p-array. Some
randomness can be added to the p-vector by zero
padding, or adding randomness to the creation of the
p-array.

4. Key space may be increased by selecting a larger
parameter m, so to increase difficulty for the brute force
attack. In this embodiment, selections of m=5 and
p,=251 are only for convenience of explanation. In a
case where m=16 or even m=64, the possible key space
may become so big that a brute force attack will take an
absurd amount of time to succeed. The size of the
message space and key space will contain a huge
number of possibilities, making the brute force attack
not work.

Table 1 lists experiment results of time required for
encryption and decryption on different lengths of messages
using the encrypted communication system 100 under a
hardware specification of an octa-core processor and 32 GB
RAM (random access memory).

TABLE 1

Length of message Time for encryption Time for decryption
(bytes) (ms) (ms)

4 0.000193 0.001184

8 0.000225 0.001224

16 0.000279 0.000759

32 0.000399 0.001048

64 0.000687 0.001526

128 0.000886 0.002171

196 0.000997 0.002934

Based on the data in Table 1, it is known that use of the
encrypted communication system 100 of this disclosure may
reduce the time required for encryption and decryption by
hundreds of times in comparison to the conventional AES
and RSA protocols regardless of the length of message.
Apparently, the encrypted communication system 100 of
this disclosure can significantly increase speeds of encryp-
tion and decryption.

In the embodiment of this disclosure, the public key and
the private key are generated based on the arithmetic func-
tion or classic strings, the p-vector, and the p-array which is
essentially a vector, allowing encryption and decryption on
a relatively large amount of data, and thereby enhancing
speeds of encryption and decryption and ensuring security of
data. The proposed encrypted communication system can
ensure post-quantum security, namely, being capable of
effectively resisting attack from post-quantum computers.
Because of properties of the p-vector and p-array, hardware
requirements for implementation of the embodiment are
relatively low in terms of storage capacity and/or computa-
tion capability. The embodiment permits refresh of the
public key without influencing use of the private key,
enabling distributed key refresh for all users in the same
network. Furthermore, since the arithmetic function f used
to create the private key is a function that can generate an
infinite amount of data, multiple different public keys can be
generated with only a single function.

In the description above, for the purposes of explanation,
numerous specific details have been set forth in order to
provide a thorough understanding of the embodiment(s). It
will be apparent, however, to one skilled in the art, that one
or more other embodiments may be practiced without some
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of these specific details. It should also be appreciated that
reference throughout this specification to “one embodi-
ment,” “an embodiment,” an embodiment with an indication
of an ordinal number and so forth means that a particular
feature, structure, or characteristic may be included in the
practice of the disclosure. It should be further appreciated
that in the description, various features are sometimes
grouped together in a single embodiment, figure, or descrip-
tion thereof for the purpose of streamlining the disclosure
and aiding in the understanding of various inventive aspects,
and that one or more features or specific details from one
embodiment may be practiced together with one or more
features or specific details from another embodiment, where
appropriate, the practice of the disclosure.

While the disclosure has been described in connection
with what is (are) considered the exemplary embodiment(s),
it is understood that this disclosure is not limited to the
disclosed embodiment(s) but is intended to cover various
arrangements included within the spirit and scope of the
broadest interpretation so as to encompass all such modifi-
cations and equivalent arrangements.

What is claimed is:

1. A post-quantum asymmetric key generation method,
comprising:

A) generating, by a first processor of a key server of an

encrypted communication system, based on a prime p
and one of an arithmetic function and a classical string

—
that serves as a seed, a p-vector f  that relates to the
prime p and that has an infinite number of components,

—
wherein the p-vector f , is defined as:

TS FEFE. - ]

where f represents said one of the arithmetic function and
the classical string that serves as the seed;
B) generating, by the first processor, based on the p-vector

—
a f . ap-array 7l /" that has m number of compo-
nents and that relates to the prime p and that is defined
as:

t

;i;>p|:n’ = Z [f(pxﬂ'm)’ ,f(px+im+(m—l))]’

i=0

where each of parameters m, s and t is a user-defined
positive integer, and the prime p and the parameters s, t
cooperatively compose a first parameter set I, and wherein
pls,tm

C) based on the p-array ‘7 |™, generating, by the first

the p-array 7 is also represented as 7 1™,

processor, an associated matrix [ 1] that is defined
as:

FIMO) W) =1
oy | M =1) PO M m-2)
[y "= . . . ,

P FQ@ . FIO)

where 7 I”'(j) represents a (j+1)” one of the m number of
components of the p-array, O<j=(m-1);

D) based on the associated matrix [ I"] and a modulus
1 which is a user-defined positive integer, generating,
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Ko
by the first processor, an inverse p-array #' ™ with
respect to the modulus I, which is defined as:

z‘_..s.

F =10, . .. 010 M) mod 1)
where L, represents an inverse modulus of a determinant of

the associated matrix [7 I”"] with respect to the modulus I,
and is defined as:

Ly=(det[7 ")~ (mod 1), and [ I™]* represents an adjoint
matrix of the associated matrix [ I™];

E) arbitrarily selecting, by the first processor, a first

reference prime p,, and determining a second reference

prime p, based on a predetermined criterion that relates
to the first reference prime p,, a greatest one of the m

number of components of the p-array 7 I”* which is
denoted by b, a first reference positive integer a, and a
second parameter set S that is composed of the param-
eter m, a second reference positive integer b and a third
reference positive integer r, wherein the predetermined
criterion includes p,>max(p,;mab,mbr);

F) acquiring, by the first processor, a first reference

inverse p-array F /" and a second reference inverse

Ly
p-array by £, |" respectively making the first refer-
ence prime p; and the second reference prime p, serve

as the modulus I in the inverse p-array £ 1™, the first
R )

{ { m . .
reference inverse p-array £ p,|” serving as a pri-

vate key K which is defined as K,,;,,,.~(7 1",
plsa)s and
G) generating, by the first processor, a public key K,

with respect to a key-generation randomization array

‘private’

F | g™ based on the second reference inverse p-array

Ay
£, |, the first reference prime p,, the second refer-
ence prime P> and the key-generation randomization

tion array F l” has m number of numerical com-
ponents between 0 and the first reference positive
integer & and the public key K, is paired with the

private key K,,,,,,., and is an array e pubticl that
includes m number of numerical components and that

is also denoted as K ublif(? I",p,), representing

public

® Rand( 7P 1) (mod p,);

publlc

wherein Rand( ‘;i—?‘ »!"P18) is a key-generation random-
ization function of the second reference inverse p-array

o
F

» W1th respect to the key-generation randomiza-

tion array j,} l@"s and is defined as Rand(" ir " P1s

)=p,( ‘F pzI”’(”D R lcay™), where (*) represents a con-
volution multiplication operator;

whereby the public key K, ;. and the private key K,
are generated based on the arithmetic function and the

classical string, the p-vector ?p, and the p-array,
thereby increasing speeds of encryption and decryption
of the encrypted communication system;

the method further comprising:

using, by a second processor of a transmitter of the
encrypted communication system, the public key K-
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ze, the second reference prime p,, and an encryption

. R m
randomization array Ji |;" that has m number of
numerical components between 0 and the second ref-
erence positive integer b to perform an encryption

procedure on a data array W I that corresponds to a
plaintext to be transmitted and that has m number of
numerical components, and acquiring, by the second

—
processor, a ciphertext 'L ‘ipher | with respect to the

encryption randomization array j?' 5y, wherein the

-------»
ciphertext ( ipher|™ has m number of encrypted

numerical components; and
transmitting, from the transmitter, the ciphertext

.
( ‘ipher | to a receiver of the encrypted communica-
tion system via a communication channel.
2. The method of claim 1, wherein the plaintext has m

number of characters, and each of the m number of numeri-

cal components of the data array W I is between 0 and the
first reference positive integer &, and represents a corre-
sponding one of the m number of characters of the plaintext.

3. The encryption method of claim 1, wherein the encryp-

tion procedure includes:

generating, by the second processor, based on the public
key K and the encryption randomization array
3 ¢
1" an encryptlon randomization function j} (i
=
that is defined as 73 I™: =Rand( 74 pubh.cl’",l,b); and
acquiring, by the second processor, the ciphertext

public

by performing, by the second processor,
3
modulo operation on a sum of the data array A{ I and

. . N =
the encryption randomization function 7 1™ modulo
the second reference prime p,, the ciphertext

B 1) (mod p,).
4. The method of claim 1, further comprising:
using, by a third processor of the receiver of the encrypted

communication system, the p-array * |, the private
key K, vz the first reference prime p, and the second
reference prime p, to perform a decryption procedure

on the ciphertext ( mhcl I, and acqulnng, by the

third processor, a plaintext array M; I that has m
number of decrypted numerical components
S
Cipherim F1gm SEim Cipherim 7 157

5. The method of claim 4, wherein the decryption proce-
dure includes:

performing, by the third processor, modulo operation on

et
a first convolution result of the ciphertext {/iphe

|m

and the p-array 71" modulo the second reference
prime p, to obtain a first modulo operation result, and
performing, by the third processor, modulo operation
on the first modulo operation result modulo the first
reference prime p, to obtain a second modulo operation

result L I, which is defined as M\ ™=

((Cipher l"’@@ ) (mod p,)] (mod p,); and
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performing, by the third processor, modulo operation on
a second convolution result of the second modulo

operation result v:, I and the first reference inverse

T om .
p-array F', " that serves as the private key K,
modulo the first reference prime p, to obtain the plain-

text array {T? I, which is defined as {W—] I'":ﬂi’:, I'"®

)
1™ (mod p,).

6. A post-quantum asymmetric key generation system,

comprising:

a key server including:

a p-vector generation coprocessor configured to generate,
based on a prime p and one of an arithmetic function
and a classical string that serves as a seed, a p-vector

—
¥, that relates to the prime p and that has an infinite

—
number of components, wherein the p-vector f, is
defined as:

TS0 FEF@). - ]

where f represents said one of the arithmetic function and
the classical string that serves as the seed;

a p-array generation coprocessor coupled to said p-vector

generation coprocessor, and configured to generate,

-
based on the p-vector f ,, a p-array 7 I, ,” that has m
number of components and that relates to the prime p
and that is defined as:

t

7= D L.

i=0

, f(px+im+(m71))] ,

where each of parameters m, s and t is a user-defined
positive integer, and the prime p and the parameters s, t
cooperatively compose a first parameter set I, and wherein
the p-array 7 |, /. is also represented as 7 I™;
an associated matrix generation coprocessor coupled to
said p-array generation coprocessor, and configured to
7

generate, based on the p-array , an associated

matrix [ I™] that is defined as:

PO AW
FIMm -1 FIMO) ..

Frm-1)
_ Frm-2)
[F "] = :

5

FrW e . FIMO

where 7 I”'(j) represents a (j+1)” one of the m number of
components of the p-array, O<j=(m-1);

an inverse p-array generation coprocessor coupled to said

associated matrix generation coprocessor, and config-

ured to generate, based on the associated matrix [ 1]
and a modulus I which is a user-defined positive

fecty

integer, an inverse p-array '
modulus I, which is defined as:
E o m=@1,0,. .. 010'F "*)(mod 7)

A"

with respect to the

where L, represents an inverse modulus of a determinant of

the associated matrix [F I™] with respect to the modulus I,
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and is defined as: L;=(det[*? I"])™* (mod 1), and [*? I"]*

represents an adjoint matrix of the associated matrix [ 1],
a reference prime determining coprocessor configured to
arbitrarily select a first reference prime p,, and to
determine a second reference prime p, based on a
predetermined criterion that relates to the first reference
prime p,, a greatest one of the m number of compo-

nents of the p-array 7 I which is denoted by b, a first
reference positive integer &, and a second parameter set
S that is composed of the parameter m, a second
reference positive integer b and a third reference posi-
tive integer r, wherein the predetermined criterion
includes p,>max(p,mab, mbr);

a private key generation coprocessor coupled to said
inverse p-array generation coprocessor and said refer-
ence prime determining coprocessor, and configured to

acquire a first reference inverse p-array F', 1™ by
making the first reference prime p, serve as the modu-

, the first reference
which

Ly
lus 1 in the inverse p-array F'
inverse p-array serving as a private key K,

is defined as K, ,,,,,,=(7 I",p,,8); and
a public key generation coprocessor coupled to said
inverse p-array generation coprocessor and said refer-
ence prime determining coprocessor, and configured to

A"

rivated

e
acquire a second reference inverse p-array ', | by
making the second reference prime p, serve as the

A
modulus I in the inverse p-array #' ;I™, and to generate

a public key K, ;. with respect to a key-generation

o ey
randomization array J I(i)’" based on the second ref-

£ .
erence inverse p-array f' p,|"s the first reference prime
p., the second reference prime p,, and the key-genera-

. Lo o .
tion randomization array & )", wherein the key-

N
~~~~~ %

generation randomization array ) 3 @™ has m number
of numerical components between 0 and the first ref-
erence positive integer &, and the public key K, is
paired with the private key K, and is an array

rivated

¥ Lupnc™ that includes m number of numerical com-
|7Vl

ponents and that is also denoted as K., =( 4 public

D), representing & I":=Rand ( #',, I",p,.4) (mod

p2);i

public

Aoy
Wh.ere@n Rand ( I »l"pid)isa key-gene.ratlon random-
ization function of the second reference inverse p-array

#' ,,I"" with respect to the key-generation randomiza-

S . il
tion array ¥ ", and is defined as Rand ( ', |™,

vl [
p,A)=p, ( F pzl’"® @™, where @ represents a
convolution multiplication operator;
whereby the public key K,,, . and the private key K ...
are generated based on the arithmetic function and the

—
classical string, the p-vector f, and the p-array,
thereby increasing speeds of encryption and decryption
of the encrypted communication system; and

the post-quantum asymmetric key generation system fur-
ther comprising a transmitter including a processor
configured to use the public key K., the second
reference prime p,, and an encryption randomization
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array 73 |z that has m number of numerical com-
ponents between 0 and the second reference positive
integer b to perform an encryption procedure on a data

2N

e .
array J3 | that corresponds to a plaintext to be

transmitted and that has m number of numerical com-

|_7Vl
@ »

wherein the ciphertext C'tpher|™ has m number of
encrypted numerical components, the transmitter con-

. 3
figured to transmit the ciphertext z(.l'-z pher ™ to a
receiver via a communication channel.

7. The post-quantum asymmetric key generation system
of claim 6, the key server further comprising a computer
storage coupled to said p-array generation coprocessor, said
reference prime determining coprocessor, said private key
generation coprocessor and said public key generation

coprocessor, and storing the p-array 7 | received from said
p-array generation coprocessor, the first reference prime p,
and the second reference prime p, received from said ref-
erence prime determining coprocessor, the first reference
inverse p-array received from said private key generation
coprocessor, and the second reference inverse p-array

e
F p,|" received from said public key generation coproces-

sor.

8. The post-quantum asymmetric key generation system
of claim 7, wherein said public key generation coprocessor
is further configured to generate, based on the second

o
reference inverse p-array F' p,|" the first reference prime
p;»> and the second reference prime p, that are stored in said
computer storage and another key-generation randomization

«>
array R* 14" which is different from the key-generation
oy

randomization array ¥ ls"s anupdated public key K* ;...

with respect to said another key-generation randomization

ey
array f3 | g™, wherein the updated public key K*

ublic is
paired with the private key K, and said anoth}é:r key-

rivate’

generation randomization array R* | ;)™ has m number of
numerical components between 0 and the first reference
positive integer &, and the public key K,,, ;.. is also denoted

<> <>
sk = Ed m Ed
K publici( K publicl 5p2)5 K
«~>

Led Led

*Publiclm:Rand ( *A‘ pzlmsplsﬁ) (mOd p2):pl ( *A‘ P2|m®
<>
R* I(i)’") (mod p,).

9. An encrypted communication system, comprising:

a key server including:

a p-vector generation coprocessor configured to generate,
based on a prime p and one of an arithmetic function
and a classical string that serves as a seed, a p-vector

as representing

—
¥, is that relates to the prime p and that has infinite

—
number of components, wherein the p-vector f , is
defined as:

F TS FEFE. - ]

where f represents said one of the arithmetic function and
the classical string that serves as the seed;

a p-array generation coprocessor coupled to said p-vector

generation coprocessor, and configured to generate,
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-
based on the p-vector f ,, a p-array 7 | " that has m
number of components and that relates the prime p and
that is defined as:

t

—i |m :=Z[f(px+im)’ e f(px+im+(m71))]’

Plsy = £
=0

where each of parameters m, s and t is a user-defined
positive integer, and the prime p and the parameters s, t
cooperatively compose a first parameter set I, and wherein
the p-array 7 I, /" is also represented as 7 1™;
an associated matrix generation coprocessor coupled to
said p-array generation coprocessor, and configured to
7"

generate, based on the p-array , an associated

matrix [F "] that is defined as:

7O W e P
FlMm=1) 71O . P =2)

(7 1" = ,

WL R . 7O

where 7 1(j) represents a (j+1)” one of the m number of
components of the p-array, O<j=(m-1);

an inverse p-array generation coprocessor coupled to said

associated matrix generation coprocessor, and config-

ured to generate, based on the associated matrix [‘F 1]
and a modulus I which is a user-defined positive

integer, an inverse p-array F'

modulus I, which is defined as:

Fme@ 10, . 0T M) (mod 1)

m
i

with respect to the

where L, represents an inverse modulus of a determinant of
the associated matrix [ "] with respect to the modulus I,
and is defined as: Ly=(det [*7 I™])™" (mod 1), and [*7 I"]*

represents an adjoint matrix of the associated matrix [ 7 I"];
a reference prime determining coprocessor configured to
arbitrarily select a first reference prime p,, and to
determine a second reference prime p, based on a
predetermined criterion that relates to the first reference
prime p,, a greatest one of the m number of compo-

nents of the p-array 7 I”* which is denoted by b, a first
reference positive integer &, and a second parameter set
S that is composed of the parameter m, a second
reference positive integer b and a third reference posi-
tive integer r, wherein the predetermined criterion
includes p,>max(p,mab,mbr);

a private key generation coprocessor coupled to said
inverse p-array generation coprocessor and said refer-
ence prime determining coprocessor, and configured to

Ko
acquire a first reference inverse p-array f' 1" by

making the first reference prime p, serve as the modu-

e
lus I in the inverse p-array £ 1™, the first reference
Ly
inverse p-array f' " serving as a private key K,,,,zes
3 3 (kM M.

Wth.h is defined as .Kp,ivat;( 7 1".,p;,a); and .
a public key generation coprocessor coupled to said

inverse p-array generation coprocessor and said refer-
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ence prime determining coprocessor, and configured to

A
acquire a second reference inverse p-array F' " by
making the second reference prime p, serve as the

3 m
modulus I in the inverse p-array #' ;I”, and to generate

a public key K, ., with respect to a key-generation

£k
randomization array }? | @™ based on the second ref-

Ly
erence inverse p-array f' " the first reference prime
p,. the second reference prime P,, and the key-genera-

tion randomization array j,} I(a) , wherein the key-

generation randomization array F @™ has m number
of numerical components between 0 and the first ref-
erence positive integer a and the public key public 18
paired with the private key K and is an array

private’
}i pubticl that includes m number of numerical com-
ponents and that is also denoted as K pubhc =K L™
P.), representing 74
P2);

I:=Rand ( ‘F »,"p1A) (mod

public

wherein Rand ( F ™p,.4) is a key-generation random-

ization function of the second reference inverse p-array

F 7" with respect to the key-generation randomiza-
tion array F I(a) , and is defined as Rand ( j«

P1.a)=p; ( F pzI”’(”D j? l@y"), where @ represents a
convolution multiplication operator;

whereby the public key K, ;. and the private key K,
are generated based on the arithmetic function and the

—
classical string, the p-vector f,, and the p-array,
thereby increasing speeds of encryption and decryption
of the encrypted communication system;

a transmitter including a first computer storage that stores

the public key K, ., the second reference prime p,
and the second reference positive integer b, and a first
processor coupled to said first computer storage; and

a receiver including a second computer storage that stores

the private key K, .., the p-array 717", the first
reference prime p, and the second reference prime p,,
and a second processor coupled to said second com-
puter storage;

wherein, for a data array Tf I that corresponds to a
plaintext to be transmitted to the receiver and that has
m number of numerical components, said first proces-
sor uses the public key K ,, ., and the second reference
prime p, that are stored in said first computer storage,

and an encryption randomization array F 5y that
has m number of numerical components between 0 and
the second reference positive integer b, to perform an

encryption procedure on the data array TI”’ and

—_
acquires a ciphertext ( “ipher ™ with respect to the

encryption randomization array ?F‘I(l-,)’", and said

transmitter transmits the ciphertext ( ip. r I to said
receiver via a first communication channel, wherein the

-3
.I.‘ | m

ciphertext (iphe
numerical components;

has m number of encrypted
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wherein, upon receipt of the ciphertext C/iphe r I” by said
second processor, said second processor uses the pri-

vate key K4, the p-array 7 1™, the first reference
prime p, and the second reference prime p, that are
stored in said second computer storage to perform a

S
decryption procedure on the ciphertext Cipher ™, and

acquires a plaintext array F.1” that has m number of
decrypted numerical components and that is identical to

the data array W 1.

10. The encrypted communication system of claim 9,
wherein the plaintext has m number of characters, and said
first processor has a text conversion coprocessor configured
to use a predetermined character-to-numeric technique to

convert the plaintext into the data array A{ I”; and
wherein each of the m number of numerical components

of the data array @”’ I™ is between 0 and the first
reference positive integer &, and represents a corre-
sponding one of the m number of characters of the
plaintext.

11. The encrypted communication system of claim 10,

wherein:

said first processor has an encryption randomization func-
tion generation coprocessor, and a ciphertext genera-
tion coprocessor coupled to said text conversion copro-
cessor and said encryption randomization function
generation coprocessor; and

in the encryption procedure, said encryption randomiza-
tion function generation coprocessor generates, based
on the public key ubtic and the encryption random-

ization array j; I(b) , an encryptlon randomization

function j,} I that is defined as j,} I Rand(;\ pub-
#el™,1,b); and said 01phertext generation coprocessor

acquires the ciphertext (?pfu. I” by performing

modulo operation on a sum of the data array ‘\-‘f I and

the encryption randomization function P I modulo
the second reference prime p,, the -ciphertext

o im=(5F

ipher | being represented by Cliphe

Ve 1) (mod p,).

12. The encrypted communication system of claim 9,

wherein:

said second processor has a first convolution coprocessor,
and a second convolution coprocessor coupled to said
first convolution coprocessor; and

in the decryption procedure, said first convolution copro-
cessor computes a first convolution result of the cipher-

text Z-—lph(.r I and the p-array *F I, performs modulo

operation on the first convolution result modulo the

second reference prime p, to obtain a first modulo

operation result, and performs modulo operation on the

first modulo operation result modulo the first reference

prime p,; to obtain a second modulo operation result
-3

Pa—
ﬁ I, which is defined as ﬁ = Cipher 17()
1™ (mod p,)] (mod p,); and said second convolution
coprocessor computes a second convolution result of

the second modulo operation result ﬁ I and the first
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reference inverse p-array £ | that serves as the
private key K ..., performs modulo operation on the
second convolution result modulo the first reference

prime p, to obtain the plaintext array TE I, which is

defined as A7, I’":ﬁ I'"@ ?plw (mod p,).

13. The encrypted communication system of claim 9,

wherein:

before the public key K ;... the second reference prime
p» and the second reference positive integer b are stored
in said first computer storage, said key server transmits
the public key K ., the second reference prime p,
and the second reference positive integer b to said
transmitter via a second communication channel, and
said first processor stores the public key K, ;.. the
second reference prime p, and the second reference
positive integer b that are received from said key server
into said first computer storage; and

before the private key K, ., . the p-array 7 I, the first
reference prime p, and the second reference prime p,
are stored in said second computer storage, said key
server transmits the private key K, the p-array

rivated
717, the first reference prime p,; and the second ref-
erence prime p, to said receiver via a third communi-
cation channel, and said second processor stores the

private key K ..., the p-array ‘7 I, the first reference
prime p, and the second reference prime p, that are
received from said key server into said second com-
puter storage.

14. The encrypted communication system of claim 13,
wherein said key server further includes a third computer
storage coupled to said p-array generation coprocessor, said
reference prime determining coprocessor, said private key
generation coprocessor and said public key generation

coprocessor, and storing the p-array 7 | received from said
p-array generation coprocessor, the first reference prime p,
and the second reference prime p, received from said ref-
erence prime determining coprocessor, the first reference

s
inverse p-array £ p, " received from said private key

generation coprocessor, and the second reference inverse
Ay
-array F'
p s
COProcessor.
15. The encrypted communication system of claim 14,
wherein:
said public key generation coprocessor is further config-
ured to generate, based on the second reference inverse

m

|m

received from said public key generation
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Ko
p-array i, I", the first reference prime p,, the second

reference prime p,, and another key-generation ran-
. . <> . . .
domization array R* ;™ which is different from the

3
R g an
with respect to said another

key-generation randomization array
updated public key K*

public

key-generation randomization array R* |;,”, wherein
the updated public key K*,, ;. is paired with the
private key K, and said another key-generation

rivated

randomization array R* | ™ has m number of numeti-
cal components between 0 and the first reference posi-
tive integer &, and the public key K, ... is also denoted

<> .
as K*public:( K* public|m5p2)s representlng
< " e
K* publicl =Rand (£ pzl pis8) (mod  p,)=p,

(F "G R Ie,™) (mod p,);

said key server transmits the updated public key K* ;..
to said transmitter via the second communication chan-
nel;

upon receipt of the updated public key K*, .. from said

key server, said first processor updates the public key

K, 41 that is stored in said first computer storage to
become the updated public key K* .

after updating the public key | become the
updated public key K*, ., said first processor uses
the updated public key K*, ..., the second reference
prime p,, and the encryption randomization array

¥ .
i 13" to perform the encryption procedure on the
data array {Q‘I’", and acquires another ciphertext

Cipher* with respect to the updated public key

K*, s and the encryption randomization array

g . . . .
¥ 1", and said transmitter transmits said another

ciphertext Cipher* to said receiver via the first com-
munication channel, wherein said another ciphertext

- .
Cipher* has m number of encrypted numerical com-
ponents; and

upon receipt of said another ciphertext Cipher* by said
second processor, said second processor uses the pri-

vate key K., the p-array ‘7 1™, the first reference
prime p, and the second reference prime p, that are
stored in said second computer storage to perform the
decryption procedure on said another ciphertext

Cipher* , and acquires the plaintext array {m 1.

#* #* #* #* #*



